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Dhaka, Tuesday, November 01, 2016

'I_'ht: Annual Print Media Dialogue of Bank CEOs-2016 has been hrought to the
light through this special Publication. The topic was: BB Sharpening Knives To
Combat Threats & Thefts. Where Do Bank CEOs Stand In The Battle? Financial
crimes and cyber attacks are now the top of concerns for bank CEOs all over the
world. More bad headlines are to come as had apples are alive and greed is well in
banking. So, Bangladesh Bank has declared a virtual war to safe banks in Bangla-
desh and sharpening regulations and supervisory knives. Here the role of bank
CEOs is very crucial to win the battle and this vear we have decided to focus the
1ssue. Our aim is to reduce the gap between regulators and bankers through this
dialogue and this special publication,

Mr. Faruk Ahmed, Economic Editor of The Daily Observer Has moderated the
dialogue through face to face interviews of each bank CEQ separately and articu-
lated the views with the approvals of concerned CEOs. A total of 17 bank CEOs
have been included in the publication. Maore CEOs expressed their views on condi-
tion of anonymity, so we could not cover them in this publication. The views
expressed by the CEOs are mostly identical but some are exclusive never were told

before.

In a Sideline Story, the writer has focused the mobile financial service (MFS)
industry; which is growing rapidly but likely to halt at a crossroads driven by some
regulatory obligations and war games between banks and fintech firms. The
question has been raised: Is mobile merchant payment the next major battlepround
for digital financial services providers? Mr Faruk Ahmed has shed light on the
1ssue with some arguments and his outlooks,

We are grateful o Dr Fazle Kabir, Governor of Bangladesh Bank, who has
encouraged us to take this initiative. We are thankful to our sponsors and advertis-
ers, who have helped us to bring this Not-For-Profit publication to light.

- Shamim Ara Ahmed

Trom the Desk of Managing Editor
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The Annual Print Media Dialogue of Bank CEOs - 2016

MESSAGE FROM ABB CHAIRMAN

At a time when major economies of the world are under tremendous pressure due to
the second wave of financial crisis and bankruptcy of financial institutions and
sovereign debt crisis, the banking sector of Bangladesh has been navigating through it
in a resilient manner. However, it remains a key target for criminals, and asset
misappropriation is still the primary type of reported economic crime. People across
the world are deprived of their rights due to money laundering and terror financing,
which is of great concern to all.

| am happy that The Bangladesh Express is going to focus on these crucial issues in
its Annual Print Media Dialogue of Bank CEOs through bringing out a special
publication. It is really a good initiative as digital channels in financial services continue
1o evolve and cyber security has become a business risk, rather than simply a
technical risk. Many organised gangs are now more active posing a big threat to global
economic activities, and global regulators have proposed stricter rules on how banks
can cover risks to operations from cyber attacks, fraud or hefty fines. It is really a big
concern for banks and financial institutions, as stricter regulation is not the ultimate
solution.

There are different types of cybercrime, from hacktivism to data theft, which affect
different functions of the bank in varying ways. The growing headache for banks is
fraudsters raiding bank accounts. There appears to be a certain lag in the
implementation of fraud risk management actions. The situation signals the need for
quality guidance that banks can use to develop and implement the right fraud risk
management strategy. | am sure that the bank CEOs will address the issues in their

respective dialogues.

| am confident that interactions and interpretations amongst the stakeholders will bring
positive aspects to light to lead the banking industry to win the battle against cyber

threats.
Thank you all.
With regards,

M

ANIS A KHAN
CHAIRMAN

Association of Bankers, Bangl Limited

Vastern Commercial Comples
ey wiww abbdorg

T Keahowil (11t Floor). Eohaka 000, §
Tl KR Q2909719 Fan 68 02 9100715, Mokike | 01711676404

Anis A Khan
Chairman of ABBL
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Message

1 am happy to know that The Bangladesh Express is going to organize its Annual Print Medin
Dinlogue of Bank CEOs-2016 through n Specinl Publication titled- BB Sharpens Knives to Combat
Thefts and Threats; Where do bank CEOs stand in the battle? This Is o unique iden ns o collective
consensus of banks, financial institutions and regulators can make policies and adopt mensures to

protect banking and financial platforms from any possible mess, NBFIs are the integral part of the :

financinl services ecosystem so they are not beyond the risks of banking frouds and cyber threats, Maﬁz”dd’n Sarker
So, interactions among bank CEOs through this print media dinlogue would be very helpful 1o all Qo CA

of us involved in banking and financial services sector of Bangladesh to combat thefis and threats, | Chairman, BLFC?
believe,

The global financial industry is concerned now more than ever as fraud and cyber threat nre now
evolving with digital transformation. Many study reports say the finance sector is hit by security
incidents nearly 300 times more frequently than businesses in other sectors, Regulations have
started rolling out in the coming year starting at the state level. Several banks today are hiring the
best cyber securily agencies that help in developing robust risk management regulations and
provide reliable and useful threat information. The recent incident of money loundering from
Bangladesh Bank's reserves by a gang of cyber hackers and frauds in some ATMs of banks, is o
loud warning to us to become extremely cautious and put in place strong firewalls and robust
securily systems,

I think, it's not enough to build up walls and harden the systems, we need human eapital and
interactions to understand the threats. Besides better risk management plans and investing in
technology to abet cyber thefls, both banks and NBFIs should continue 1o strengthen cooperation
and collaboration belng equipped with information and innovation to fight ogainst eriminals, There
is also o need to build a more cohesive community of regulators, banks, NBFls, technology
providers and enforcement ngencies to counter these threats on a national as well os global scale,

Through this print medin dinlogue of bank CEOs will give their prudent views unq ideas for the
development of tools and models and thoughts and suggu:sliuqs 10 In?rcusc cooperation, .\\hif:h ean
be applied 1o counter any crimes in banking and financial regime, And thus, this Special
Publication will provide rich insight and adequate knowledge to all stakeholders including all

involved in NDBFIs, | believe.

With best wishes.
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Writing on financ .
daily ngpwﬁpﬂpw“ﬂi::?‘:‘: : T"‘;ﬂlﬂl“ﬂ}'*- an easy taks, particularly for a journalist wiorking in
“iid ®. ANG 1L is, of course, more diffucult to
[ : ' ‘ articulate the views of CECs
of lea ol .
:|me-.-[:||-:E:i::n|1;:.1;1"md|l ha_nla-, who are not ordinary execitivis but experts in banking and all
Gilas sy with too many tough jobs, So, | embraked on the process of wating this
publication somewhal reluctantly,

‘:.:l."her: ':‘“;"rh”"’l“““' bank CEOs assured me to gulde me how to articulate complisx banking

.I:U'?a arn | I-I:? 'll“'l_li'ﬁih“' Govemnor of Bangladesh Bank dr Fazle Kabir encouraged me 1o go
ahead with the tﬂi.}l{..| took the task of responsibility of the moderator of the dialogue and the
writer of the publication,

Interviewing Thl?lbusv CEOs _'?'- a very tough job, but finally | could finish the waork for ther
sincere cooperation and dedication to the banking industry. So, the credit, if any, will go to
them and the responsibility for mistakes, may be a lot of, will go 1o me

| am still in the learing process. But this wrting work has taught me a lot about banking and
bank CEOs who in most cases can’t speak the truth, 5o, | have to dropped many bank CEOs
who talked me some harsh realities of our banking on condition of anonmity. So the list of
CEOs this year ic smaller,

But this job has given me to discover that the dialogue on industry topic through a publication
has a bigger impact on industry compared to live dialogue at a single location. In today s
interconnected business world, such initiative can reduce policy gap to help businesses spur
growth and save investors from pitfalls,

So, | am so greatful to the BB governor, bank CEOs and our patrons 1o bring the publication
o the light.

Sincerely yours,
Faruk Ahmed
dhakamoney@yahoo.com

Faruk Alimed, Economic Editor of The Daily Observer 1s the author of this special
publication and’ moderated the Anmual Print Media Dialogue of Bank (EOs-2016,
e i also the writer of three such publications on dialogues of 35 bank CEOs- “Top
Bankers Debate Challenges" and “Dr Atiur Rafvman L Financial nelusion: The
Battle Against Poverty” both published in 2015; and “Shadvw Banking At Cross-

roads Where To Go from fiere? " published tn 2016,

A financial journalist with nearfy 30 years' of professional experiences in reputed
English dailies and television chanmels, Faruk Afmed (s well known for fis innova-
tions in financial journafim, At first, fie focused the capital market in 1992 and
money market in 1993 in dailies and television channels. Based on CAMEL ratings
on 22 commercial banks in 1999, he with fits special publication titled “Best Banks

of Bangladesh: Who They Are. What Do they DO

e ﬁﬁmd’uud' a unique e-trading platform named as DhakaMonet for interbank call money operations in
2009 and performed as the Managing Director of an IT company, Jointly with Ispahani Group, The print
iy e Bangladesh Express i« the latest works and the latest innovation in financial journal-

ism of Bangladesh.
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3B SHARPENING KNIVESTO <
'COMBAT THREATS & THEFTS

The banking industry is under attack from many angles, not just from traditional msks but also new unceriminties
according to the latest CSFIPWC survey of the risks facing the industry, Uncertamnties in the

environment has been identified as the top risk while regulation remains at the top of 4
laundering remains a hot topic, where it is almost five times more likely to occur than in othe
risc in concern 15 about criminality, including the nsks to banks in arcas such as mone;

evasion and cyber attack. This nisk coupled with continued concern on technolo i, as per the 5
underinvestment and obsolescence, a3 well as the boom in new “fintech”™ present major challenges 10 banks

INGImgs, |

Cyber threats and money thefis are now the new concerns for the bank CEOs as these two new endemics are not oaly
hitting the cash vaults but giving nse 10 pew competitors who are challenging trsdibonal =ays of 0o }
operate usings more nimble systems and lower overheads. Cyber security has become 2 bosiness sk
simply a technical risk™ for them as hacktivism is changing the threat landscape Groups [ike Anomny
increasingly targeting big banks, and thetr antacks are not always financially motivated. hearly | mulbon new malware
threats are released every day. The adoption of mobile banking is posing new threats, 100, s i5 the advent of the so-called

bring-your-own-device movement

Regulators around the world are waking up and proposing sincter banking rules and some povernments are cven
pursuing penetration testng. also refermed 10 sometimes as “war games,” 10 help strengthen the defonses of therr most
valuable banking institutions. But bank CEOs are concerned about the impact of nung regulatory requirements on
innovation and diversity, as well &s their ability to compete effectively against smaller players who are not exposed 1o

the same regulatory scrutiny.

| in Bangladesh, the situation is no different and banks and financial institutions are clearly n the finng line and are
prominent targets for hackers and frauds The SWIFT attack to steal money from Bangladesh Bank (BB) 15 the most
recent reminder, Earlier, some big credit frauds popular as Hall Mark, Bismillah and Basic Bank credit scams that
embezzled thousands of crore money from banks® cash vaults hit the banking industry as a tsunami when most banks
have been limping with high nonperforming assets and crippling with margin pressure. The latest money thefts through
ATM skimming from some privaie banks have hammered the alarming bell for bank CEOs who see some powerful
forces are reshaping their industry. And the real chullenge for them s to show by the deeds, and not just their words.

5o the guestions for the winning CEQs are; Where lies the greatest need for proactive risk assessment®  Is mobils
merchant payment the next major bateleground for digital financial services providers?

international standards, while balancing its commitment to financial inclusion. And the last two years have been
particularly significant from a fraud risk management perspective, with the new regulations mmed at improving
governance and profitability levels among banks, by mitigating the risk of loan defaults and fraud. The challenge for
bank CEOs is to develop comprehensive fraud risk management controls. The recent cyber attack on the SWIFT at BB
has further awakened all and prompted the new BB govemnor Dr Fazle Kabir to begin a war against thefts and threats
He has already strengthened his defensive measures redesigning his risk management tools and sharpening knives to win
the bartle.

!
l Over the years, Bangladesh banking has been experiencing a plethora of changes as it was geared up 1o meet
f
f

The Big Question is how banks and financial institutions can prepare
themselves to fight? And the Top Question is: Where do bank CEOs stand

in the race?
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CEO of AB Bank '

Threats are coming
from our socjg
__alsofrom
far awa

-4 o

*’-‘
i — L. 3N ] J
SUMMARY OF DIALOGUES

' Shamim Ahmed Chaudhury, Managing Director and CEO of AB Bank Limited is a reputed lead-
ing banker of the country who have served both local and international banks during his nearly
36 years' of banking experiences both at home and abroad. Among the private sector banks,
AB Bank is the first bank in Bangladesh that has a robust technology platform and an AML
software and sanction screening online system to monitor all fransactions with the view to arrest
any suspicious transactions. In this dialogue the CEO said the big concern for us is money
laundering as it is the life line of temorists financing. Threats are coming from our society, from
everywhere and also from far away. The recent terror incident in Gulshan was not just a terror
incident but a warning for all societal members to focus on their homes and on their family

members.

How well are we doing in fighting the problem? Hundreds of billions of dollars are laundered
annually. It's like a battle. It is better for banks to fight it right now, rather than relax and be sorry
later. We need collective efforts and collaborative mechanism to fight money laundering. We

need more focus on society.

=)

fe ‘The Moderator’s Queue )
The recent terrorists attack at Gulshan and money heist from Bangladesh Bank through
cyber attacks have warned us all that banks in Bangladesh are vulnerable to various
cyber threats and money theft. Some international analysts say global anti-money laun-
dering efforts are just a percentage point away from total failure. So the questions are:
How well are the banks doing in fighting the problem? Where do the banks in Bangla-
sh stand for?
\\de / J

11




he Annual Print Media Dinlogue of Bank CEOs - 20016

mrﬂm talking about the topic of the dalogue on

threats and thefts in bank-
ing, 1 would hike to quote
from the former Indian
president scientist A, P ).
Abdul Kalam, “If 4 coun
try 15 to be corruption free
and become a nation of
beautiful minds, he said, 1
strongly feel there are
three key societal mem-
bers who can make a
differcnce, They are the
father, the mother and the
teacher™.

lhe recent incidents of
loan scams, money heist and terronst attacks in Bangla-
desh have reminded this truth and brought the society
members under the spotlight, In fact, threats are cmnmi_-_
from our society, from our family members and also
from far away. The terror attack at Gulshan and the BR's
money heist are a few examples.

This has put negative impact on our tounsm and hotel
industrics as a number of expatnates came from coun-
tnes hike Japan, ltaly, USA and India, our trading partner
countrics were brutally Killed by a group of young terror-
ists. They didn’t come from the sky but lived with us as
our society and family members:

After the ncident, the hotel industry experienced
massive cancellation of bookings not only from foreign
tourists, but also from donor agencies and large mult
naticnals,

Thee big concem for us 18 money laundering as it is the
life line of terronsts financing. Financial globalization
and 1T revelution have made it easier for the criminals to
transfer funds from one country to another, by avoiding
the rule of financial transactions among the countrics.

A lot of discussions, however, have been made in this
print media dialogue on financial crime and fraud and
maunv advocated for tougher roles, But 1 think, too much
1igh1. regulation wotld not be the u]l:r_nalc solution, we
need to focus more other 1ssues to win clean the mess
with rules and regulations. | think, we must focus more
societal 1ssues. We sec 1t in our communities: the drug
addicting is becoming very alarming. Human trafficking,
fraud in banks, and identity thefl arc affecting our daily
lives, Sometimes law enforcement, pnllcymahcrs, _and
the media get so distracted with the immedicy of the
criminal behavior that they forget the aim of cnminal
activity isn't the cnme itself—but the proceeds of the
crime,

Here a consensus on some national and ethical 1ssues

12
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and a4 combined movement against greedy traders and
drug users can help us to combat money laundering and
save Hl1{'!1_‘1}'.

The data present a bleak picture

How much money s being laundered globally?
Estimates are all over the map, but the bottom lineas: a
lot. The IMF and United Nations Office on Drugs and
Cnme (UNODC) estimate the scale of global money
laundering falls somewhere around two to five per cent
of global gross domestic product, roughly the size of the
LS federal budget.

Recently the Internal Revenue Service (IRS) of the USA
recently disclosed that “money laundering 15 tax evasion
in prugrrcss "I tax evasion here and abroad 15 included in
the count, the magnitude of mternational money
laundening is staggering™,

How well are we doing in fighting the problem? The
data present a blcak picture. According to the a United
MNations Office on Drugs and Crime, less than one per
cent of global illicit financial flows are seized and forfeit-
ed, Raymond Baker, financial cnime cxpert, recently
noted that the numbers show enforcement fails 99.9 per
cent of the time. “In other words, total failure 15 just a
decimal point away.™

A recent finding suggests money launderers face a less
than five percent risk of conviction in the US. And,
according to the US State Department—butiressed by
my personal observations—the situation in most arcas of
the world 15 even worse.

According to the International Narcotics Control Strate-
gy Report (INCSR), hundreds of hillions of dollars are
laundered annually by way of Trade-Based Money Laun-
dermg (TBML). Banks always need to be aware of the
potential for money laundering through the ue of
third-party checks. They should keep an eve out for the
Eh::-:j-f]?arty chcﬁk ;hus.:. A careful consideration of these
red flags” will help banks to identify 2
e ot abll?se, entify and mininuze

Djﬂuru-n_l fund transfer methods such as credit card
clcu;mmc cash transfer etc. are used by the launderers. I[
15 difficult for the financial institutions to detect the
launderer in such transactions. Therefore, to detect the
money laundering in the integration process, financial
nstitutions needs o apply “Know Your Customer”
pq:ulwly. However, criminals look for loophale in the
KYC procedure in order to perform the integration
process. 5o, the success of the KYC procedure is an
important challenge to combat money laundering.

Not too much tougher regulations please!

Today's incidents- vesterday's strategies. So, rezulations
have started rolling out in the banking industry across
the world to combat money laundering. Financial Action
Task Force (FATF), the international standard setter for
AMLICET, has introduced 40+9 recommendations
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aimmg to moncy laundering (ML) and fimancing of
terrgrism (TF), which applicable to all countries around
the globe.

In recent days, regulations in recent days have become
tough for banks. Afterwards, in 2012 FATF has revised

its 40+9 recommendations and introduced a new set of

40 recommendations by merging them. Bul m some
cases, there are still some gaps. Recently, FATF has
advised banks not 1o apply them too strictly as some
rules discourage poor people to enjoy banking benefits.

The Financial Conduct Authority (FCA) Financial

Services Authority (FSA) in their thematic review of

“Ranks’ control of financial crime risks in trade finance™
in 2013 had highlighted some of the common lapses
within UK banks pertaining to trade based money
laundenng. So, 1t 1s true that tougher regulation is not the
ultimate solubion

v o combal

[ think, tough regulation 15 necessal

AML/CFT. but it should not be too much tough. We
need more focus our homes and colle
efforts and collaborative mechanism to figl .
laundering. We need to restore social values, keep watch

Ve

on socrety,
Moncy

on our family members, our children and our
and even on our neighbours

It’s Like a Battle...

Let's face it, this is-a war, but it's on a new front. They're
a hidden enemy, operating behind the scenes and mside
our organizations, our devices, and theyv're incredibly
difficult to detect and to punish. As banks are the most
favored channel of laundenng illicit funds, so, the big
challenge for bank CE(s 15 how they can combat money
laundering and terror financing. The real challenge for
them 1s to combat money laundenng effectively

s AB Bank

AB Bank is the first banks that implemcnted a robust technology platform in its operations and installed ann
maney laundering software and sanction screening online system fo monitor all trapsactions with the view fo
arrest any suspicious fransactions. The picture shows Mr. Shamim Ahmed Chasndhury, Managing Director and

CEO of AB Bank Limited is in a happy mood with his colleagues after installing the platform successfully.
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CEO of EXIM Bank

'
g —

ultimate solution

. for addressing’
errisking)

’

SUMMARY OF DIALOGUES

l Dr Haider Ali Miah, the Managing Director and CEO of Export Import Bank of Bangladesh
Limited (Exim Bank), which is a Shariah-based Islamic bank. This year Mexico-based

organization World Marketing Organization granted Exim Bank the Golden Medal for
Quality & Service Award. During the Annual Print Media dialogue, the award winning CEO
hit the dialogue delivering his different opinions regarding the recent regulatory debates
on de-risking driven by the tightening regulations introduced by FATF to combat the

financing to terrorists.

Effective anti-money laundering need not result in wholesale de-risking but should be
“proportionate”, and that banks should use “judgment and common sense". In
Bangladesh, the regulatory landscape is well defined by prudent fime-befitting rules
addressing both the de-risking concerns and the financial inclusion. And the BB's
latory role might be the role model for central banks of developing countries. The BB's
er regulations, stricter supervision and round-the-clock monitoring are the demand of
for bank CEQs is to show by the deeds, and not just by ry

regu
tight
the time. The real challenge
words, Dr Haider said.

) The Moderator’s Queue )

De-risking in financial services is a new concern as it hurts corresponding banking and
discourages financial inclusion in developing economies. The FTAF has recently revised the
tougher KYC rules stating that wholesale discrimination of any group is unacceptable. With
this in mind, the question is: How should banks react to the regulator’s signposting of its
de-risking rules? Where does the BB stand for when financial inclusion is its prime

agenda? Is tougher regulation the ultimate solution?
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[ . -
| -!1 first, 1 would like to express my gratitude to The

Bangladesh Express for
imitiating a unigue
dialogue of hank CEOs
through a special publica-
tion, In today’s intercon-
neeted  business  world,
industry dilogues, policy
debates  and  business
discussions among  the
stake holders can reduce
policy ‘gap to  help
businesses spur growth

While dialogue or debate
as a-way to foster under-
standing, cooperation, and a free and lively exchange of
ideas. the print media dialopues have a more impact on
business and growth. And thus the publication hel ps the
CEOs to minimize gap with the regulators and industry
leaders with the policy makers to mitigate industry prob-
lems

As  criminality and technology risks are becoming
inereasingly concerns of banks and Fls, this print media
dialogue on thefis and threats in baking will help us all to
lake precautionary measures ennching our knowledge
through interactions and sharing ideas among market
players, policy makers and regulators, [ believe:

The key note paper of the dialogue has rightly focused on
the money thefts and the cyber threats—the two new
epidemics now hammering banks and financial institu-
tions globally. Continued reliance on manual controls to
deteet red flags and frauds continue to impact the bank-
ing sector more significantly than cyber-crime and
identity thefi,

So regulators around the world are proposing stricter
banking rules while some governments are even pursu-
ing penctration testing, also referred (o somelimes as
“war games,” to help strengthen the defenses of their
most valuable banking institutions. One side, this war
games are reshaping banks® strategy mainly in (wo
ways—firstly capital-intense activities are being refor-
mulated or discontinued, and banks will have to balance
capital-intense activities, such as loans, with capital-lite
activities such as services, asset management, payments
and s0 on.

This is a big change for traditional banks and new threat
to their correspondent banking business. On the other
side, clients are demanding digital relationships that
requires them to invest heavily in technology to change
the business modell

Banking scandal in Bangladesh is wide.“-pn:ad,_incumpe-
tence, corruption and greed have been endemic and the
recent bank fraud incidents are now the global hot topic.

16

EXPRESS

In response to a series of loan scandals thal many say
illustrates a culture of rule-breaking in some leading
banks of Bangladesh, the BB has stepped up ngorous
scrutiny, strengthened supervision and sharpened ifs
regulatory tools, A war virtually has begun in the coun-
try's banking landscape to combat thefts and threats. The
real challenge for the banking community 15 to show by
the deeds, and not just by their words

For the last two years, we have been seeing a significant
development in fraud risk management perspective,
with the BB issuing several directives aimed at improv-
ing povernance and profitability levels among banks, by
mitigating the risk of loan defaults and fraud

But cvber secunty issues remained in the sideline.
Iiuccn-!!}.-. the' BB has asked all banks and financial
mstitutions (o sel up appropriate technology platform to
safeguard money from cyvber criminals and implement
KYC practices in their organizations to remain safe.
Sound KYC tool is a critical weapon in managing bank-
ing risks. So, all banks should implement KYC practices
strictly in their every operations in every branches and
monitoring the practices strictly,

De-risking: Concerns & BB's approach

Many banking experts sav the “Know Your Customer™
(KYC) guidelines set by the Financial Action Taskforce
Authority (FATF) have made 1t difficult for financial
crnmunals to access banking services. But it has also
made the same situation for unbanked people that
damages financial inclusion in developing economies, a
unique opportunity for them to grow. For example,
banks are now required to know not only their customers
but also their customers’ customers (Know Your
Customers' Customers, or KYCC).

In many developing countries, some banks are with-
drawing themselves from providing correspondent bank-
ing services for safety and secunty for this tough KYC
|'g|u.~'.. Money transmitters, charities and Iimc-:hhcernpu.—
Mes are among the sectors particularly affected by the
new extended policies, - '

The regulator has recently republished 1is expectations
with regards to money laundering and de-nsking wming
that wholesale discrimination of any Eroup is ur;iicuc I
able. With this in mind, how do ﬁrr'nsl_;lvnld cwussi\-'t.l*:‘]v
risky relationships while ensuring their jusuﬁuminn for
doing so is considered and robusy?

I think, a *proportionate approach™ to specific risks
necds (o be implemented (o ensure that consumers .arc
not excluded from facilitics. The exact approach sﬁuuld
be tailored to the real risks posed by the relationship and
by the dcﬁnc_d nsk appetite of the firm. This would allow
firms 1o strike the nght halance between the risks
presented, the methods and costs of prevention and the
need to prevent to them. ‘

Finuncial institutions are arguably rational in their deter-

mination that the bottom hne js nol anyhow affected
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adversely by the overheads of AML/CFT move There
fore, bankers are carmestly implementing BB-ininated
financial inclusion policy as a good means to offsel the
overheads of AML/CFT. The goals of financial melu-
gion. and anti-money laundenng and countenng the
financing of terrorism (AML/CFT), are not inhe rently m
conflict. Here, Bangladesh Bank’s policy 15 umigue and
1ts structured approach still is industry friendly

[ think. banks should cooperate and coordinate with the
BB on its way lo sctiing streamlined definitions,
standards and strategies with regard to AML/CFT- for
the sake of a better financial environment in the country

Is tougher regulation the ultimate solution?

Ower the last decade, globally banking sectol has expen
enced a plethora of regulations when in developed econ
omies the prime focus has been the financial inclusion.

A battle against money laundering and terronst finanic
ing has alrcady started at the global level and continue 1o
be stirred by regulatory bodies such as the Basel Com-
mittee on Banking Supervision, and the Financial Action
Task Force (FATF), the European Commission, while
the Basel Committee is consulting on a revised version
of its general guide. The new rules, among the nanon's
strictest. would require senior fimancial cxccutives 1o
certify personally that thewr mshfutions had strong
safeguards to identify, weed out and prevent illicit trans-
actions. Violations potentially could subject the officials
to legal penalties, which has already reached to a billion
dollar amounl.

The question has been raised: Is tougher regulation the
ultimate solution? My answer 1s: regulation alone cannot
he the ultimate solution. The more the institutions invest
their resources in AML/CFT controls, the more securc
will the financial markets. Collaboration among banks,
regulators and governmenis are vitul components 1o win
the baitle.

In Bangladesh, the BB has pul more focus on it. It has
increased monitoring and supervisory observations on
banks and financial institutions with some innovations
but not hurting financial inclusion. So, the BB's struc-
tured approach to fight for Anti Money Laundenng
(AML) and Combat Terrorisis Financings (CTF) 1s
evidently laudable and a unique model  for  the
third-warld countries. It is not too much tougher rather

friendly to financial inclusion.
Where do we stand in the battle?

At Exim Bank, we put more focus not only on EXYC
implementation practices but also on the policy of
recruitment process as, we believe, placement of the
right people in the right places 1s necessary to stop loan
frauds, money laundenng and financing to terronsts. To
prevent cyber attacks, we have upgraded our I'T secunty
systems and our process does not end here. We are
continuously adopting the latest technology (o scrutinize

The Annual Print Media Dialogue of Bank CEOs - 2006

rsk
WIT

all transaction process and strenpthen  credit
i taols to combat all threats and thefts in €
banking operations, But we need to do more as crminals
are clever, brilliant and arc likely to ek us any bme

Recently. we have fitted our ATMs with PIN shields and
anti-skimming devices. We have SMS notification o
account holders for all sorts of withdrawals and deposiis
and are¢ going 1o miake more secure ATM cards with

EMYV chips and OTP (One Time Passwaord) very soon.
CTHTRLAT A

MAnAgemen

while encryption process of interumt data ¢
tion 15 underway. We are reviewing several
prevent the sysiems from new threats hke
Persistent Threats (APT), Zero-Day Attacks ete

have deploved next gencra
Detection System (IDS) and
6y for all imbound and

SYSICmS (1]
Advanced

For pcnimeler secunty, we
tign firewalls with Intrusion
Intrusion Protection System (IF
outbound traffic. We are periodically conducting Vulner
abihity Assessmenl and Penctration Tests 1o many of owr
I‘.u:||1|\|.n|,:_ systems (o ensure they are protected from any
kind of attacks

I'hank you all. Thanks for The Bangladesh Express for
organizing such a valuable print media dialogue of bank
CEOs

A Freedom Fighter and versatile banker Dr Al
Miah started his banking career in February 1984
and received many awards for his banking endeav-
ours, dedication and commitment to the society. In
acknowledgement of his professional excellence,
the World Confederation of Business, USA
declared him *World Leader Business Person™ in
2015 and for his quality leadership, ACQ Global,
UK proclaimed him “Game Changer of the Year
2105." He was declared the “Most Talented Islamic
Banking Professional (CEO)" in a CMO Asia-spon-
sored conference held in Singapore in 2014.
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CEO of Eastern Bank

Banks must
follow
compliance
ain safe
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SUMMARY OF DIALOGUES

rAvisionory banker and a dynamic leader, Ali Reza Iftekhar is the CEOQ and MD of Eastern
Bank Limited. Under his leadership, the bank has achieved many a laurel from national
internationally reputed organizations like The Asian Banker: the IFC: ICSB. He is the
immediate past Chairman of Association of Bankers, Bangladesh (ABB). In this dialogue
the CEO focused on compliance issues with spot light on the growing concern from cyber
threats. Banks cannot ignore that they are the custodian of depositors, so they should
follow compliance and rules may be fougher or softer to safeguard depositors' money. If

banks ignore rules, definitely they will fall, he said.

As the world becomes more and more connected fo the Infernet through computers, the
CEO said, cybercriminals are looking for ways to exploit people and criminals are
becoming more ‘fearless’ targeting big banks. The big concern for both the bankers and
the regulators is how they can defend against it and what the regulators can do. Definitely,
all banks and credit unions need to prepare themselves to face the threat challenge and
must follow the regulations to keep safe the industry. The next fen years in risk management
may be subject to more transformation than the last decade. And unless banks start to act
now and prepare for addressing these longer-term changes, they may be overwhelmed
by the new requirements and demands they will face. J

() The Moderator’s Queue )
In Bangladesh, the recent incidents of cyber attacks have alerted both bankers and regula-

tors to focus the technological risks and increase investment in IT. The question has been
raised: Are banks just paying lip service to digital transformation?
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en crime has become global, and the financial
aspects of cnme
become more  complex
driven by evolving in
technology and globaliza-
ton of financial services
industry, then we bank
CEOs i Bangladesh are
n a unique print media
platform 1o discuss (he
1SSUCS

have

Naturally the digital bank-
ing transformation  will
lead the dialogues as it has

changed the banking
landscape allowing outside disruptors to drive a dagper
through the heant of banks

As the world becomes more and more connected to the
Intemet through computers, Cybererniminals are looking
for ways to explont people and becoming more “fearless’
targeting big banks. So, managing risks and compliance
are still the prime tasks for banks. The success will
depend on execution and supervision of the tasks.

The big concern for us is how banks can defend againsi
it and what the regulators can do, Definitely, all banks
and credit untons need to prepare themselves to face the
challenges, Banks that are not investing in this direction

] R i
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rising in line with changing technology, so, n%l:']iﬁ:}w
will continue to broaden and deepen. Banks must fo
compliance 1o remain safe from varnous risks

Cybercriminals are looking for ways to exploit people
and criminals are becoming more ‘fearless” targeting big
banks. The big concern for both the bankers and Thr.t
regulators is how they can defend against it and what 1hL_
regulators can do. Definitely, all banks and credit umons
need to prepare themselves to face the threat t:hullc.nge
and must follow the regulations to keep safe the industry.

The next ten vears in risk management may be subject to
more transformation than the last decade. And unless
banks start to act now and prepare for addressing thesc
longer-term changes, they may be :wul_'wl'l.c-lmml by the
new requirements and demands they will face.

Risk management would be automated

Risk management in banking has been transformed over
the past decade, largely in response lo regulations _Ihai
emerged from the global financial erisis and the fines
levied in its wake. In the next decade, risk management
will experience even more sweeping L'Im_nge. I'he
change expected in the nisk function’s operating model
that illustrates the magmitude of what lies ahead.

The future of bank nsk management would be automat-
ed, robust surveillance and monitoring will be increas-
ingly eritical, This is the only way to ensure a very low
error rate within the first line of defense and to allow
proper oversight by the second line. As a result big

Differeniuate Through

Prwvwr Efsciery Through

3. Year 2020 Leaders

1. Ywar 2020 Table Stakes

1. Todey's Table Stakes

today certunly will be behind the curve very soon. How-
ever, they must build thewr own defense without depend-
ing on outsiders

As technology and advanced analytics arc evolving, so,
new risks are emerging. Customer expectations arc

20

global banks arc now focusing on their own peaple,
Today, according o McKinsey research, about 50
percent of the function's staff are dedicated to risk-relat-
ed operational processes such as cre

dit administration,
while 15 percent work in analytics. The research
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Ali Reza Iftekkar, Managing Director & CEO of Fastern Bank Ltd (EBL) receives a letter of apprecia-
ﬂ'i_ln Sfrom 8. K. Sur Chowdhury, Deputy Governor of Bangladesh Bank for achivving disbursement target
of agri-lending for the financial year 2014-2015,

suggests that by 2023, these numbers will be ¢loser to 25
and 40 percent, respectively

To prepare for new risks, the nsk-management funchon
will need 1o build a perspective for semor management
on nsks that might emerge, the bank’s appetite for
assuming them, and how to detect and mitigate them
And it will need the floxbility to adapt its operting
models to fulfill any new nsk activities. To prepare for
new nsks, the nsk-management function will need to
build a perspective for senior management on risks that
might emerge, the bank's appetite for assuming them,
and how to detect and mitigate them, And it will need
the flexibility to adapt its operating models to fulfill any
oW ﬂ:\'.}\ achiviies.

Is tough regulation good for banking?

I think, tough regulation is good for banking, not too much
tougher, as criminals are now fearless and banks are their
prime targets. Bank CEOs cannot ignore that they are the
custodian of depositors, so they should welcome regula-
tions- tougher or softer to safeguard depositors” money

and ensure returns for their sharcholders and investors. 1t

banks ignore rules, definitely they  will  fall

The problem is that tightening the reins can also have the
unintended consequence of forcing some bankers to
move away from the positions where their expertise and
experience 1s sorely needed. So, regulators should
comsider the longer-term effects of regulation, tather
than just solving immediate problems and reacting to
public ire in knee-jerk style. The existing rules promul-
gated by Bangladesh, however, are industry-friendly,
predictable, transparent and consistent. But increased
o Q!'&‘Ighl 15 Necessary to restore and enhance trust.

Regulatory supervision, often through oversight from
multiple regulators, has moved beyond the planning
phase and 15 now focused on tools and implementation
supported by strong ethics, culture, and related account-
abilities al every level of the organizanon. A balance
must be made between the regulanon and independence
of & bank. This means that banks should neither be
overregulated nor should they be lefi alone to enjoy
complete freedom, which often results i banking dhsaster.

l'o balance the objectives of good governance and ensure
compliance of regulations a strong and independent
central bank with more focus on core banking issues.

How firms can use risk & compliance data
to drive customer centricity
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CEO of Islami Bank Bangladesh
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SUMMARY OF DIALOGUES

m. Mohammad Abdul Mannan, the Managing Director of Islami Bank Bangladesh
Limited- the largest Bank in the private sector of Bangladesh is a fellow of Malaysia based
International Centre for Leadership in Finance (ICLIF) and now leads the Task Committee
of Islamic Banks Consultative Forum, the apex body of Shariah based financial institutions
in Bangladesh. In the Print Media Dialogue, the CEO said greed, lack of professionalism
and ethical lapses are the root causes of thefts and threats in today's banking world.
Bangladesh Bank has infroduced stricter rules to ensure ethics, morality, professionalism
and corporate culture in banking operations. Bank regulations are only as good as
banking culture and their leadership. More bad headlines are to come as Bad Apples are
still alive and the main actors of the financial industry.

Mr Mannan said greed is the motive for credit frauds, loan scams and cyber attacks in
banking. Bangladesh Bank has infroduced stricter rules to ensure ethics, morality,
professionalism and corporate culture in banking operations. So, dishonest and greedy
loans have been the bane in the banking industry. In Bangladesh, thousands of crores of
money were swindled by a few bad apples in collaboration with some dishonest greedy

bank executives in the recent past, while another thousands of crores of taka still are kept
by a few big businessmen who are loam defaulters but being look after by bank CEOs ‘

&) The Moderator’s Queue

The banking industry has witnessed high-profile security breaches and loan scams over the
last few years. The question is: What strategy banks should adopt o win the baittle against

frauds?
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22 ) Mohammad Abdul Mannan

-milﬂ‘f scandals,.. have plagued the financial industry

I'hese
scandals raise the question
whether  the

culture. in  the

m the last decade

business
banking
industry 1s favonng, or at
least tolerating, fraudulent
or unethical behaviors

I think that greed based
banking is the root cause
of thefts and threais 1n
today’s banking and finan
cial world. If we look back

_ scandals i the banking
world from UK and Wall Street to Bangladesh and Phili-
pines, we will see the greed behind the scene.

Greed has been identified as one of the causative agents
for the high ineidence of fraud and other L|]l_pj|.|f|_'x.\..]|'-n:|]
misconducts in the banking industry. Some of the
reasons for unethical practices are conflict of interest.
greed, fraud and insider abuse; internal control, regula-
tion, supervision and surveillance, -

In fact, greed is alive and well in banking. It 1s the motive
for credit frauds, loan scams and cyber attacks in bank-
ing. Greed 1s fueled by a banking culture that implicitly
puts financial gamn and dishonesty and makes bankers
more likely to cheat. Bangladesh Bank has introduced
stncter rules 1o ensure ethies, morality, professionalism
and corporate culture but regulation cannot do every-
thing; nor should 1t aim to. Bank regulations are only as
good as banking culture and their leadership,

Bad apples main actors of banking culture

More bad headlines are to come as Bad Apples are still
alive and they are still main actors of the financial indus-

to the recent mcidents of
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concerned with the code of values | prineir

i nrofess: open t
whether banking 15 @ proicssi I €
Here both bankers and customer Ve 5

degree of trust in the behaviour :
they are dealing with. they
When 1t
standards of culture and behaviour, the hnan
industry 1s re it needs to be”. How

over the vears, both the bankers and the re

Bul the reality 15 different

“not close towh

real

ized that not only technologmcal weapons. ey need

culture within the

organzanons

o improve the
combat threats and thefis

In Bangladesh, thousands of crores of
dled off by a few bad apples in collabor
dishonest greedy bank executry I
while another thousands of crores of f
a few big businessmen who are lo
being look after by bank CEOs. Tt
frauds, we must ensure ethics, morali
and corporate culture in our banking operations

Banks should matching defense system

am defaulters but
S B

Siop sucn 1

Yy P Mess1onal

Globally banks are under threais of
experts say vet 4 million people fall vietim to fraudsters
cach year. Banks are the natural owners of the payments

cyber criminals,

space, so, attackers are developing payments-service
capabilines and operational skills sup
banks. They are not smarter

1O those ol

Banks®

r, just more focused
customer relationships, structural security. multichanne!
capabilitics, and stability should ultimately comt
win the war game .

But banks will succead only if they can develo
defense system integrating men and machine. 1

a strong
: : = need
o match the solutions, miegraie men and machines

operational efficiency, and client-service skills of artack-

ers. And they must get there quickly

as in the di
world, tomorrow is already too late

try Ihe IFiL‘IdL‘!'fl-, of the tu(‘{'zﬂl T
frauds are the alarming bells for
us, The cold truth is that bankers
much worried now as
there are no safeguards against
human nature, So, dishonest and
greedy loans have been the bane
in the banking industry, which has
accentuated the distress syndrome
in the industry by weakening the
deposit base.

are Do

Many scandals... have plagued the
industry as those stand on greed
based banking concept not need
based like Islamic banking. Bui
the scandals raise the guestion
whether the business culture in

Mr.

Mohammad Abdul Mannan, Managing Director of
Bangladesh Limited is seen inaugurating the IBBL Debit Card

Islami

Bank

24




150000
2040 000
150000
100000
50000
a

-0 1001 an-mos o2-201%

ai-101s

The recent terror attack in Gulshan has given the alarm-
ing message that no one is now safe from terror attacks
and banks are the prominent target of bad apples- the
main actors of bank frauds from ATM skimming to
money laundering for terrorists financing. So, all banks
now needs to leverage best practices for developing
cyber security policies, encourage the formation of cyber
threat intelligent centres and ensure collaboration
between the chief information officer or chief informa-
tion security officer and government bodies.

The most important concern for all of us 15 the money
laundering that finances to terrorists. So, the regulators
are becoming stringent in managing money launderning
risks and many laws are being imposed by them. This is
4 big concern for the banks like Islami Bank Bangladesh
Limited (IBBL).

We deal with around 10 (ten) million depositors, 9% of
the national investment (eredit) portfolio, 11% of the
national import business, 10% of the national export
business and 26% of the national remittance in-flow. The
bank has extensive and the largest business relationships
with both the reputed local and global organizations and

has 1o execute a large volume of international businesses
through New York clearing house.

Where we stand in the battle...

At Islami Bank Bangladesh Limited (IBBL), we are very
cautious about the cthical and professional issues in
banking operations as the foundation of Islamic finance
is based on the five major tenets (pillars) of Islam:

The first is shahada, or creed, which translates as ‘to know
or believe without suspicion, as if witnessed.” The second
is salats, the daily prayers made by fuithful Muslims,
There are five calls to prayer during the day and people
take time out of their busy schedules to kneel and

The Annual Prant Media Dinlogue of Bank CEOs - 2016

Online threats trends in the banking sector
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pray. The third pillar is swam, which 1s the period of
religious fasting during the month of Ramadan. The
fourth pillar of the faith is zakat or almsgwving to the
OG0T,

And the fifth pillar of the Islamic faith is the haj or
religious pilgrimage taken 1o Meccy, Islam’s Holy Land,
The influence Islamic divine law has on everyday life 15
extraordinary. Shari'a Law has helped us to develop a
distinctive corporate culture in our organisation, the
main purpose of which is to create a collective morality
and spirituality which, when combined with the produc-
tion of goods and services sustains the growth and
advancement of the Islamic way of hife.

In our credit operations, we maintain strictly the compli-
ance with key focus on KYC, KYCC and CDD that help
us to remain safe from any frauds and loan scams.

In technology front, IBBL 15 using a comprehensive
suite of data, solutions and services that provide unparal-
leled defence against participation in illicit financial
activities. They are now performing combine Microsolt's
powerful transaction and customer screening solutions
with their accurate data, flexible and scalable filtering
solutions, offening IBBL greater protection against
money laundering activities.

More than ever, now IBBL can effectively reduce nisk,
increase operational efficiency and lower the cost of
AML compliance, using the industry’s most comprehen-
sive data from all major sanctioning bodies, law enforce-
ment agencies and financial regulators, including 100%
coverage of all publicly available regulatory lists from
around the world to reduce false positives, To prevent
money laundering, we use the largest Politically
Exposed Persons (PEP) database in the world covering
over 1.3 million entities in 240 countries and territories.
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CEO of Mutual Trust Bank

Innovationis
imperative to drive,
transiormation
needed for
survive

"

SUMMARY OF DIALOGUES

I mMr, Anis A, Khan, a fellow of the Institute of Bankers, Bangladesh (IBB) is the Managing Direc
tor & CEQ of Mutual Trust Bank Ltd. (MTB) since April 2009. A career banker, Anis earlier se

for 21 vears, ina multitude of roles, with the then Grindlays Bank p.l.c. and with its succe
Dank ANI Grindlays and Standard Chartered Bank (SCB), both in Bangladesh and

abroad. He is the Chairman of Association of Bankers Bangladesh Limited and associate

with dozens of trade bodies and social crganisations. During the print media dialogue, he

aid thot the recent BE money heist by cyber criminals is the red alert for

The next decade in banking will see both evolution and revolution, when cy
alleady emerged as a 'l'l.’le.’." threat to the r'_]-:_;.1r_1| transformation of E'.r_'_:r.f_p"'.fl"-_'.'
wlelo] kriowled ige and lack of governmer Finthatives 1o counter the growing problem. Innova
hon, collaboration and digitalization are imperanve 1o survive for long, 5o, banks m
reinvent themselves, not just to respond to the pressures of today, While life with ban
be rough, life withou! banks can be brutal Competition Is good. as is innovatior

i they creote infroods for new and cumently underserved consumers to access and

tradilional financial services, Mr. Khan said

& The Moderator’s Queue

Muost big banks fear cyber attacks are more than regulation, faltering economic growth
and other potential risks. The question has been raised: Is digital transformation is under
the threat now?
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last, cyber- thicves stole $81m  from
Bangladesh's central
bank. It could have been
an cven bigger heist

the thieves tried to trans-
fer more than $900m from
the bank to the US Feder-
al Reserve via the global
payment system, but were
foiled. The

money  was
transferred  via  SWIFT
(the Society for World-

wide Interbank Financial
Telecommunications),
the messaging — system
owned by 11,000 of the
world’s leading banks that process about half of global
cross-border payments. It has since emerged that banks
in Vietnam and Ecuador may have been hit by similar
cyber-heists. SWIFT has warned there m: 1y have been

more, with hackers infiltrating banks® systems to steal
money via the network.

This was not the first time. Bangladesh has witnessed
high-profile security breaches over the last fow years. In
recent months, Taka 1 crore was withdrawn from ATMs
of several banks by fraudsters. Security experts claims
that the management failure and internal breach were the
reasons for such frauds. Repetition of such incidents
certainly will affect the banking sector. The government
has formulated a cyber security law, but in the absence
of a legally-binding international treaty on cyber crime,
there are doubts how much cooperation will the country
get from others.

The red alert for us

Globally, banks are facing higher regulatory fines for
regulatory lapses and investing billions of dollars in IT
security system and human resource development to
face the challenges coming from cyber criminals who
rob money from cash vaults sitting on a table in a
comfortable room far away. Global cyber-syndicates are
coming up with ever more innovative methods of hack-
ing into banks systems and payments systems and
Bangladesh Bank may just have been the unlucky
central bank to be targeted. But this has issued the red
alert for us that no one is safe from cyber criminals as we
are passing an era of digital transformation and Bangla-
desh banking sector is clearly in the firing line,

The big concern is that hacktivism is changing the l!m:ul
landscape and banks in Bangladesh are now highly
targeted by cyber criminals. Hackers are more intelligent
than many other system installers, so to prevent the
hacking, it is imperative for banks luldc\'clpp and ||1.slall
highly secured and robust systems in their operations.
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right stance

Bangladesh Bank recently has taken the banks must

with tighter regulations in this regard and
follow the regulation, if they want 0 SUrvVIve.

According to Websense, the finanee sector 18 hit by
sceurity incidents 300 times  more frequently  than
businesses in other industrics. There is also a need to
build a more cohesive community of regulators, banks,
technology providers and enforcement agencies 10
counter these threats ona global scale. Be sides ol better
risk management plans and mvesting in technology to
abet cyber thefts, the banks should continue to cducale
and enhance customer aw areness - being equipped with
information maybe one of the best hacks against a
plotting criminal.

Those old days have gone forever

We're starting to look at that stufl more ¢ “losely, how we
can defend against it and what we can do. Those old days
have gone forever when robbers came (o bank physically
and looted money from cash vaults holding up bank
officials at gun poian Now these robbers sitting in a I;lh_lu
at a comfort room are hacking money from banks at far
away. While traditional bank robbers are limited to the
amount of moncy they can physically carry from ”.““
scene of the crime, cyber thieves have a seemingly limit-
less supply of accomplices to help them haul the loot, by
hiring so-called money mules to carry the cash for them.,
The big concern for us is that the banks are under attack
not just from traditional risks but also new uncertaintics,
cyber attack, financial frauds, security beaches and
increased compliance costs and some double dagger
regulations that may drag profits. Several study reports
published recently have already suggested banks and Fls
to focus on the issues of h.mkm" digital transformation.
The reality 1s that our banking is lac King many things
and cyber attacks could emerge as a major threat to 1lu
digital transformation of Bangladesh. But why should
the financial service firms be more cautious?

Innovation is imperative
Now we see powerful forces are reshaping the banking

DIGITAL TRANSFORMATION

DIGITAL DARWINISM

ALTIMETER
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Figure 4
Seven sucoess factors for digital transformation In banking

External orlentation

Mot muw*mm-ammm«l&lh—m
Bosrce AT Learrey aratyve

industry. Customer expectations, technological capabili-
ties, regulatory requirements, demographics and
economics are creating an imperative to change. So the
question is: Fearing the growing cyber threat, should we
afraid of transformation and digital innovation?

I think, we should not afraid of digital transformation as
innovations in technology are already demonstrating the
potential to drive a revolution through parts of the indus-
try in Bangladesh creating new markets for banks as
customer needs evolve. So, we should not afraid of any
threat of transformation. What we need to speed up
digital revolution through innovation and collaboration.
Because, technology is changing the way that customers
interact with financial institutions.

Transformation is necessary for us because we bank
CEOs face an array of stakeholder pressures. We must
find a way to deliver improved performance for investors
who have tired of high volatility but low returns on
equity. So, innovation is imperative to drive banks now
and transformation is necessary for survive. As for finan-
cial innovation, banks need to look at what I call ‘defen-
sive’ financial innovation — such as mobile banking —
and think about how to innovate ‘offensively’ without
compromising risk.

While life with banks can be rough, life without banks
can be brutal. Competition is good, as is innovation,
especially if they create inroads for new and currently
underserved consumers to access and use traditional
financial services. The concern is that cyber threats
could also emerge as a major threat to the digital trans-
formation of Bangladesh, according to a recent study by
PWC, given the poor knowledge and lack of initiatives to
counter the growing problem.

Internal orlentation
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Banks must reinvent themselves

In the last few years technology has rapidly
evolved big data, cloud computing,
smartphones and high bandwidth are all
now commonplace. The pace of innovation
will continue to increase, and financial
institutions will need to enable or leverage
this innovation if they want to keep up.
Investment in  IT infrastructure  has
increased massively over the last few years,
but many traditional banks still remain
behind the curve.

While the digital revolution requires banks
to bechave in ways that they are not quite
accustomed to, so it requires extremely
clear and quick cross-functional collabora-
tion. For example, mobile banking is grow-
ing at a remarkable speed around the world
particularly in developed countries where
millions of people are unbanked.

But technological nuances make the mobile channel a
little different, and the financial industry is only begin-
ning to wrap its brain around some of the fraud and
security-risk potentials. The success of this scheme is
critically dependent on finding the right business model
that makes the retail providers of cash-in/cash-out
services profitable. So regulators should come up with
appropriate model to ensure business growth as well as
to prevent any possible thefts and threats from such
operations.

The next decade in banking will see both evolution and
revolution. So, banks must reinvent themselves, not just
to respond to the pressures of today, but to be flexible
enough to adapt to the world of tomorrow. To fund their
transformation, they will need to become simpler and
more cfficient.

Regulation is not enough, needs innovations

Money laundering is now big threat for mankind as it
hits not only economy but also society financing drugs
and terrorists. Regulations are not enough to combat
money laundering but needs innovative technology
platform to monitor KYC implications strictly and avobe
all needs collaborative approach in all operations.

However, the challenge for banks is to develop compre-
hensive fraud risk management controls that will not
only prevent frauds but detect them as soon as they
occur and respond to them. This situation signals the
need for quality guidance that banks can use to develop
and implement a fraud risk management strategy.

So, all banks should response positively to regulatory
cfforts to better understand risks and evolved from being
fragmented and informally governed to being well
regulated and in many instances, adopted best practices
in technology, innovation and risk management as well
as governance.
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CEO Of Trust Bank

slow-drip torture

SUMMARY OF DIALOGUES

n. Ishtiaque Ahmed Chowdhury is an award winning CEO is the Managing Director and
CEO of Trust Bank Limited. He started his career in 1977 and has gained grounded
experiences in many fields with expertise in rural banking during his long banking career. In
the dialogue, he commented that the banking should be regulated strictly as the confi-
dence has been shaken by a few bad bankers and customers,

A war for talent is heating up across the industry, Clearly the leadership culture in banks has
failed to put trust and integrity into practice in a broad, holistic framework. This is a big
threat for us as we believe banks need to show an active willingness to practise and value
integrity. It needs pecple who have their customers’ interests at heart and who within this
ethical framework have the ability, autonomy and confidence to exercise judgement
when presented with situations that are not straightforward, Mr. Chowdhury said J

&) The Moderator’s Queue

The banking industry has witnessed high-profile security breaches and loan scams over the
last few years and bank closures and abuse of depositor funds have been the hallmark of
Sfactors that have led to erosion of trust and confidence. These scandals raise the question
whether the business culture in the banking industry is favoring, or at least folerating,
The big question to the bank CEOs is: Should regulation be more tough to ensure trust

and confidence in banking sector?
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T hatsash —

-ih\‘ Governor of the Bangladesh Bank, Dr Fazle Kabi

recently  sent o strong
message o the Bangla
deshi businessmen  who
default  thousands ol
crores of bank money, but
maintain a lavish hfestyle
and also the bankers who

sanctioned loans for them,

He felt that because of the
culture of impunity, these
defaulters get away with
far worse. The Deputy
Governor of Bangladesh
Bank Abu Hena Md Raji
Hasan, who is the chief of the National Task Foree for
Anti Money Laundering has given another message (o
all that money laundering has become the big threat for
all nationals across the globe,

“Global terrorist networks simply cannot thrive without
moving significant amounts of moncey throughout the
world. So, the BB will do everything they can to stop
that flow of illicit funds™, he said and hinted tougher
measures in the coming days.

The message is clear a warning for bankers as a sum Tk
275,000 crore has been siphoned off, while Tk 30.000
swindled out from banks in Bangladesh and a large
amount of loans are still in the pockets of a few big
businessmen. The Finance Minister AMA Muhith has
termed the incidents as “massive thefts”, The Hall
Mark, Bismillah and Basic Bank scandals have raised
the question about the integrity, confidence and trust in
banking sector of Bangladesh,

When digital disruption is threatening the industry
globally, then eroding trust has been emerged as a big
threat to banking. Many global banking lcaders have
already expressed concern that customers won't trust
banks for a generation and at the same time banks would
loss confidence on their high profile customers for their
default culture.

The debate around trust and confidence in banking has
not been diminished by any sense of (he familiar, A
"slow-drip torture of incidents, events and court cases”
are eroding trust in the banking industry in Bangladesh,
Despite this fragile situation, some banks are still provid-
ing huge amount of short term loans (o big borrowers
who have already in the Bangladesh Bank’s top defaulter
list. The others are avoiding this risk but facing the brunt
of lower profitability. These borrowers are very import-
ant persons of the society and maintaining luxurious life
styles but do not pay back loan money,

So, banks and other financial institutions arc lacing

32

EXPRESS

highly challenging tmes now. And the bipg coneery
that too much tough regulation may push the bunks 1

dire situation pushing cost higher

[he analogy that best deseribes the subject of confide e,
between banks and depositors s one ol g relationship
between husband and wile, The trast and conlidence o,
croding in banking from both sides, What banks need (o
do to I.u' trustworthy is one thing, but what society (hen

does to trust banks 18 another

In faet, for leaders today, 108 argunbly o more chall e
g priovity now than twas in 2008 with cach possing
erisis making it harder for banking industry (o credibly
tlk of lessons being  learnt, Many  study
conclude that the global financial erisis was the outeon

FePports

ol greedy mcompetent bankers,

But the issue remains in the sideline and we only blame
the bankers for the meidents. The banking industry has
wilnessed high-profile security breaches over the s
lew years and bank closures and abuse ol depositor
funds have been the hallmark of factors that have led (o
crosion ol trust and conlidence,

In Bangladesh, we have seen the intensity of the events
a bit elearer over the last decade, Clearly the leadership
culture in banks has failed (o put trust and inteprity into
practice ina broad, holistic framework, This is a big
threat for us as we believe banks need (o show an active
willingness (o practise and  value integrity.  Strong
relationships are based on trust, ( drganizations can build
aculture of trust by cultivating honesty and integrity in
workers® interactions.

chulnlur_v expectations continue (o rise

Ihe good news is that globally regulatory expectations
continue o rise, with |
institution’s ability (o
Cri .

mmereased  emphasis on cach
respond to the next potential
risis. And the bad news is that (oo much tough repula
tion may push the banks to a dire situation pushing cos
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Banking Finance & Operations hiring outlook: choppy waters and a shortage of quality

higher.

| think, the banking needs to be more regulated strictly
as the confidence has been shaken by a few bankers and
customers. While increased oversight has been neces-
sary to restore and enhance trust in the sector, there is a
fine line between restoring trust and strangling opportu-
nity through high compliance costs, increased capital
requirements and disproportionate penalties. So, regula-
tors need to make sure that they do not take the *“great
re-regulation” practices too far.

In Bangladesh, regulatory supervision has moved
beyond the planning phase in recent time and is now
focused on tools and implementation supported by
strong ethics, culture, and related accountabilities at
every level of the organization,

The most vital rules the BB recently has introduced are
KYC and CDD to prevent fraud and unethical practice.
Benami Accounts are the root cause of money launder-
ing and black money layering in the economy via bank-
ing system, while customer due diligence is essential to
stop money swindling from banks. In-order to up-root
this - KYC is one of the medium. The Address and
Identity proof of the customer is verified both by way of
physical visit to address and with original documents.
This is an on-going process to regularly keep check on
customer’s profile and identity. This to some extent helps
banks to fight Identity Theft and Identity Fraud.

The terrorist attacks of Gulshan vividly illuminated the
importance of anti-money laundering laws and controls.
To prevent money laundering, revision of corporate
governance systems is a vital element that can drive confi-
dence in the banking scctor. Abuse of depositor funds by

directors and sharcholders deters people and corporate
bodies from engaging banks and eroded trust and confi-
dence among customers.

So, the BB has rightly set tight corporate governance
tenet that has put a plug on activities such as insider
lending. But the question of internal breach is still alarm-
ing. So, ethical practice, trust and confidence should
come under the stringent regulatory focus.

The "war" for talent is heating up

The banking sector today is facing acute manpower
problems when growing talent leads business. A new
generation of talent is insisting on a more environmental-
ly conscious approach to business.So, the "war" for talent
is heating up across the world. And definitely, bank CEOs
should put more focus on it. Competition to attract for
talent isn’t just coming from traditional peers, either, but
also fintech start-ups and technology groups looking to
develop their presence within the Banking and Capital
Markets and wider financial services market. Driving
delivery of technology and innovation will be critical in
delivering the choice, service and pricing bank customers want

[n an industry where talented specialists are always in high
demand, it will certainly prove challenging for many bank
CEOs to keep their top performers and, indeed, attract new
experts to combat thefis and threats in banking by restoring
trust and confidence. As the economy continues to show
signs of positivity, it seems the credit risk and I'T arena still
has a number of challenges to contend with. The coming
years, then, looks set to be extremely busy for IT and risks
management professionals.
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) of Meghna Bank

ough reguiation
y 10t a panacea
Iorhan@gw_

SUMMARY OF DIALOGUES

Mr. Mohammed Nurul Amin, Managing Director and CEO of Meghna Bank Limited is a
senior banker & Chairman of Bangladesh Foreign Exchange Dealers' Association and
former Chairman of Association of Bankers Bangladesh. Addressing the dialogue, the
CEO said some powerful forces are reshaping the global banking industry and the
banks are passing through a specific set of risks and challenges. So, the regulatars are
coming with tougher regulations, which has become a great concern for CEOs when
most banks are under pressure tc manage returns under the existing risk management
framework. There is a need for the banks to evaluate their current operating practices.

Mr. Nurul Amin said banks in Bangladesh are under pressure with higher loan loss
provisions while different risks still remain as a big threat to their growth. The next ten
years in risk management may be subject to more fransformation than the last
decade. And unless banks start to act now and prepare for addressing these
longer-term changes. they may be overwhelmed by the new requirements and
demands they will face. Growing talent leads business, so banks must employ talents
in its defensive wing to win the battle.

After some odd incidents, Bangladesh Bank has awaken up and sharpen its regulatory
tools to keep banks safe from various threats and risks. The questions have been raised:
Where lies the greatest need for proactive risk assessment? Beyond risk, what other areas
maﬂ to be highlighted 1o win the battle?
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industry is under attack
from many angles, not
just from (raditional risks

but also 0owW uncertain-
ties, then the print medid
dialogue of The Bangla-
desh Express 1s no doubt a
unigue initiative for the
hanking industry and an
opportunity  for bank
CEOs to chart the course.

The use of internet and
other technologies have
enhanced the risk of
attack from cyber crimi-
nals which has changed the landscape of risk manage-
ment strategy when the current wave of capital market
liberalization and globalization 15 prompting the need for
enhanced risk management Measures, especially for the
developing economies and emerging markets.

The recent cyber attacks in our banking industry has
raised question about our abality to manage technology
risks while some fraud incidents have shed light on
ethical issues in banking practices.

In recent years, banks have incurred billions of dollars in
losses from cyber crimes and regulatory fines and last
month the big banks' Libor manipulations resulted in
trillions of dollars of financial mstruments being priced
at the wrong rate. In Bangladesh, some banks faced such
punishments and this has become @ great concern for
CEOs when most banks are under pressure o manage
retums under the existing risk management framework.

So, the question has been raised by the moderator of the
dialogue: Where lies the greatest need for proactive risk
assessment?  Bevond risk, what other areas are 1o be
highlighted to win the battle? Where lies the greatest
need for prouctive risk assessment?

Big risks coming from cyber front

When most banks are facing tough situation to manage
return with lower growth and nsing competition and
increased regulatory pressure, then cyber threat has
become the top concern for banks in Bangladesh. In
February, computer hackers stole $101 million from
Bangladesh's central bank.

In a potentially disastrous move, they gained access to
SWIFT, the worldwide interbank communication
network that settles transactions. Hackers performed
that attack a second time recently, on what s believed to
be a commercial bank in Vietnam, Over the years
globally the banks have incurred billions of dollars in
L;;-.sws. Although, with the advent of technologies, the
nking sector has been able to reach more EIJSI.DH'II.;I'S

i

however, it has also enhanced the risk for cyusion
who often feel reluctant and insecure in opting =:|| : : 3
cervices. There 1s need for the banks to evaluaie sueh
cufrent operating practices

Despite prudential reforms, according 0 recent war
class survey, banks globally are now vulnerable 1o I|T i
debt levels, future interest rates, weakness in emer :E'“
markets, and soflening commodity prices. In the '-wf}. 11_:
days, lower growth rates, together with r"if”llllr:lt-
reforms will put pressure on banks to manage retumns

|.|I|_'||

But the sharpest rise in concern was about criminality
(including the risks to banks in areas such as money
laundering, tax evasion and cyber attack). This risk
coupled with continued concern on technology nsk
where underinvestment and obsolescence, as w oll a8 the
hoom in new “fintech”™ present major challenges o

banks.
Evolving risks management strategy

As technology is evolving, banking is changing, so, the
risk management stralegy is evolving, Evolving technol-
ogy and advanced analytics are enabling new products,
services, and risk-management techniques, while de-hi-
asing approaches that improve decision making will help
risk managers make better choices about nisks. Howey-
er, the risk function of the future will probably be expect-
od to deliver against all these requirements and deal with
these trends at a lower cost, because banks will in all
likelihood have to reduce their operating costs substan
tially.

As hard as it may be to believe, the next ten years in risk
management may be subject 1o more transformation
than the last decade. And unless banks start lo act now
and prepare for these longer-term changes, they may be
overwhelmed by the new requirements and demands
they will face. The future of bank risk management
would be automated, rebust surveillance and momionng
will be increasingly critical.

This is the enly way to ensure a very low ermar e
within the first line of defense and to allow propet
oversight by the second line. As the rules become eVer
more complex and the consequences of noncompliance
ever more severe, banks will likely have no choice but 10
eliminate human interventions as much as possible i
risk’s dealings with customers and 1o hardwire the nght
behaviors info their products, services, and processe

But the challenge for the bank CEOs is how they Tlnlt
manage operation when they arc struggling pil 17'[:04
shortage and technology knowledge &3 '“,“_“15 i
has been aggravated by distortion 10 ethical l_hl"_L:] the
recent times evidenced by the recent |oan ““"IJ.'.L :u.. we
banks and cyber attack on the central bank. Eﬂ[ I-u-v:-.:i -
put less focus on operational risks, S0 invested ".| o kel
ignored talents who can lead growth and hm-‘r'l‘n!!\b' o
talent IT professionals due to lack of a time-Del

manggement strategy.
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o, Bankes need tomdopt an appropete sk mansgement

systom oot only for their own poctielio Bt alwe Tor th
of thelr ellents

||'11":.' pronan e e, e aidd e o o o core
eredilt vadues o cultvete amd deive belimvior owirds
highly efMiedent and quality credie Tinetions, The cone
credit. values should inelude, but not be lmbted 1o,
honesty, s, sineeciy, oguilibeium, diligence  ele
Keeping o oind the eredit values, banks will divisge
credit apprasal principles which should give an under
T breodd godededine of eredil fink muoagemoni

Is tough regulation enough for banking?

L must say that tough regolntion is good Tor banking b
nol o proncen for buoks o win the battle, In eredil
market, banks are faeing jolt with falling interest mies
driven by regulatory push down, But the credit demand
sl pemains al s low level which has piled up o huge
amount ol wnvestabile Tunds in binks, So, banks ore strug
pling with lower profitability from  lowe
(LLIMRIRRIN

Inleresl

Fhe benelits of interest Tall are now enjoying by i lew
customers who belong 1o the group of o few bad apples
responsible for the indostey mess (urning Toan money
into bad assets, To recover money, Bangladesh Bank has
sharpened rules, but the situntion is getting worse ny the
regulatory knives are not enough sharp 1o punish the rule

Wl

e Adaad ey Masddin 1 il il Bk €100

rainbotrn

Wiith the wdverni of teehmelogies, the bk indisiey of
Wangghodeshy Dims e abele b ponch more costormeis o
e semrm, bl ml Uhe smeme G, 00 b alace e nbmneed th
ik foor euntiormors whio alten Teal peluctoni anel insecure
b arping for wuch services, S, there s o peed Tor
Lok Lor il Eheede Courrel gpseeatinge praetices

Chvier e yonrs, revaluticinry - chnrges
fneirred in the regulabory eovirasment of banking secion
ol Bangladdeah. Now, e B0 e alome )y merubingzing
low Bopks ond Donooind  mstituticns manage condoc
ik el the wleps they are tkiog b coiile o ok cullure
and ingentive compensalion progoirms il eoousmge
elhienl behavior, Now Boards of direciors of anks are
devaling more lime Lo psk management and mos! boards
are adidressing kiey inanes,

(T

A the binks now are the prime trget of eyber hickern,
wir regeulators e rolling oul with tougher rules Tocusing
IT opermtions o ensure ellicient delensive system,
improve ethicil banking, good governance practice and
real timie monitoring within organizations, All ol these
are o pave banks from pithills, Bur rales and regulations
are nol enough for banks, s people needs Banking ol
banks

Collaboration, Innovations and increased supervisions
e mecessuey for banks 0 win customers” lrust and win
the Battle, T believe,

Threats are coming from our society also from far away

Combating money lnundering is a dynamic process. The
techniques of Money Laundering and Terrorist Finane-
ing (MLSTF) are ever evolving process, The eriminaly
who launder money are continuously seeking new wiys
to achieve their illegal ends, Criminals are also trying (o
protect themselves from the regulntory sysiem by
innovatve eriminal petiviies o misuse the system lor
their purpose. To combat AML, 5o co-operation among
bank managements, regulators and law enforcement
apencies 18 needed.

One of the things we must do immediately is end the
meorporation of anonymous shell companies, When
investigating the most heinous crimes, il s common-
place for law enforcement o hit o dead-end when
encountering a shell. Anonymous shell companies... are
ane of the primary tools used by bad guys to openly
scquire and access nefanous  funds, These dubious
dealings are not limited to... "offshore’ tropical islands,

With cyber threats becoming more frequent and more
advanced, the issue is at the top of the agenda for both
povernments and business executives, So, Bangladesh

Biink has taken lough stinee 16 combal money launder
ing mnel eyber attack. The central bank has tghtened
regulations, Increased supervision and monitoring o
combil money laundening

1008 ke a battle, 10 b6 better for banks o fight it cight now,
rither than relax and be sarry later,

Where We Stand In the Battle?

A Bank has taken the AML s the prime agenda. To
combal AML/TF and other financial crimes, we e
vigilance round the clock. A robust technology platform
has been built and installed to monitor all transactions
with the view 1o arrest any suspicious transactions

Owr professionals sit frequently to ensure integrity, trust
und responsibility through interactions, vigorous trin
ing of oflicials and sharing knowledge. We are imple
menting “Know Your Client” rules properly o prevent
the erimes in the first place, and regulates and enforces
consequences lor those who do break the law

Thank you sll, Many thanks for The Bangladesh Express
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CEOQ of Social Islami Bank Ltd

Questions of
integrity are

SUMMARY OF DIALOGUES

m. Shafiqur Rahman, a seasoned banker, has a professional banking career spanning
near about four decades. In the print media dialogue, the CEO focused the recent fraud
incidents in the banking sector and said integrity and honesty are valuable commodities.
Without it everything is destabilized. When skimmers stole money from ATM booths of some
private commercial banks in Dhaka, some security analysts said that internal security
breach at any level helped the skimmers o break the wall. It means, the incident was the
outcome of integrity lapses. Technology upgradation or tighter regulation or innovationds
are necessary to combat thefts and threats in banking, but without integrity, honesty and
truthfulness those will not work, he said.

In developed markets, Mr Shafiqur Rahman said, like-minded leaders in the banking and
finance industry are now forming group in order to explore the possibility of developing a
new ethical foundation for the industry as a whole. So, bankers in Bangladesh can form
such group to ensure professional integrity and Association of Bankers Bangladesh (ABB)
can take the leading role.

) The Moderator’s Queue )

Despite living in a Big Data era, bank transparencies are meager, feeble, in need of
redesign. Internal security breach is blamed for the recent ATM cyber incidents in
Bangladesh. So the question has been raised about the integrity of bankers.
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When he wenl (0 [
o Low on o teadhing
vistl, b wis deseribed os
spenking with .-||I||1|mril-;,
bl hes couldn’t o guite
woark  out where s
authority  came  lrom,

Some took allenee

Suthorty i the banking markets s bused on perception

of how solvent o bunk 15 and we now know that they
weren't as safe us, well, banks are supposed {o be,
Flazrat Isa's (pul) authorty appenred (o be personal and
usually teachers carry the authority of ther status basod
on thewr learmning und position:  Jesus (puli) why o
watiderine teacher, who didn®t bélong o those esialy
lished groups. He was, therelore, dilTicull (o assess ond
difficult to mgeanhole. When banking is under threits
andl thefls, questions ol inlegrity s back

Internal breach & Leadership

Integnty and honesty e valuable commodities, ey
fre nsseds thad we débase gt our penil, Tois true of bank
b, At s true of polities, it is true of religious Ggures,
Being truthful matters. Without i everything is destibi-
lzed. o when bankers muke stiiements we nesd 18]
Know that it as based in Samethig, not made up or
decentful,

In Bangladesh, we have observed much inlegrty lapses
i bunking sector over the yeurs and this 5 g
oW i big concern for the bunks We feed g
Wiy o assess both the leadership culture of
bunks - and the sctions wken 1o win back
trust. These should be gn ntegral part of
SICss tests and general regulitory duties

In bunking, the queshion of' integrity came

buck when the il ol Lehman Brothers fell
2008 The LIBoR fgping ‘-I.'."II'Il.li.Il 's'|;.~,'
Iradiery colluding 1o muin;nuluh- the T
widely ygey benchmurk fiy Ilepes|
there yre UHEOINE probes inig rL I
the setting ol ey CXChing ;

most
raules
| lusion gy
& Benehmarks
Banks  have been limed, |
Chinged, !nlq'gnry 5 How 1] -“
hanking ihdustry globally :
€5 nl the oy '
than external

little ks
hot topic iy
_ 45 security breqel;.
.m.ul.l.lmnn e Browing laster
ltieks. h;'t.:{:rll|ng o the 200)5

40

Svstlemg Ghlteh, 11%

Illiﬁs

CHobal Securily Ssurvey, puldished 1y

|||]I!IIi||'~||. 5 LIS MR 1l ol n simanidend

nttmcles  Hrom Il s o

gt e

within the Twst 12 months, ap from 14 e 0 .I.w.:ll i
Iy contrast, only 20 per oenl confivm il :| "I'|
compared 1o 23 percent i 2000 1,0 i .II.I
(echinoloey, instend ol employee 1, ¥

et of professional ety

Integrity lapse generates Scany,
Uhe recent eyDer attaek on BE, big logn o m
[ie Elal Tk, Biseallieh G, and A |
ROMIE privale biunks! boolh are the p il

T
} Hnmifg 1,
i 1
lapses, Security experts already have hinted L TR
Irenches I|||I|'.|Il liave  Been P ERE ity [t

Ly
incidents, A number ol bank execitives ar DOW fieing
trads tor their mousdeeds i Toan scams whil e Tl
report on B’ eyber hest is yet to be pubj shed, oyl

the lendership eulturee i banks has Taled 1o UL bty
lo practice i o broad, holistic framewaork 19, 2
issie that concerns Pransparency Intermaliona

Bislieve banks. need (o show an achive

practice and value mtegpnty

Numeraus banks have policies on il COrruption and
ant=money. lundering but their tack record on enfon
g them s poor: The Financial Action Tuk |
routinely reports low complianee with its rul. .
banks have recently paid billions of dollary in st
ments for ant-money laundering Glings. 1 think bal
should regularly report on what they are doing 1o b

ntegrity in decision making throughout all levels of 1
firm, from hiring and promotion, o whistleblowi
systems and 13”111|'I|Iillll.'l' with anti-mon Y
rules,

Certainly, there are some dishonest elements in hankir

fraternity who connive and help in such frawd
leads o a public perceplion as if bank employee
main culprits.

How Breaches Occur

Fallure in
Cyber Shred,
Attach, 7% N

SOurce
2012 study from
Panemon [nstt ul#
(584 7 p.r;.-frshr,-". r:
whose prpar f..JT*'.—d'-
had been bred ped
Mogligent insider, 34%

Maliciauy Innidar, 16%

Dutsourcing Data, 19%

Potential Exists

E""‘-’-’W BUSinEES . EVEI‘"‘" Size = Every Industry
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Md. Shafiqur Rahman, Managing Director & CEQ of Social Islami Bank Limited formally
opened an Ez Banking Booth at Panchdoan Branch of the bank recently.

Internal breach & L;:-adership

When we talk about cybercrime in the banking sector we
tend to focus on external threats, but often orgamsation
msiders are more likely to be the source of cyber attack.
Insider threats pose a greater risk than external threats as
vour employees already know where the company's
'crown jewels' are. These crown jewels could include the
assets that dnve cash flows, competitive advantage and
sharcholder value.

Although a majority of data compromises come from
external actors, including nation-state groups and cyber-
crime gangs, internal employees account for 43 percent
of data loss, half of the ime these leaks are accidental, a
new study from Intel Secunity indicates, External fraud-
sters are still the main perpetrators of economie crime
for the majority of FS organisations (57% mn 2014 and
60% 1n 2011).

When skimmers stole money from ATM booths of some
private commercial banks in Dhaka, some secunty
analysts said that internal secunty breach at any level
helped the skimmers to break the wall. It means, the
incident was the outcome of integrity lapses. Attacks
against the finance industry are becoming inn'r_:afsmgly
sophisticated and highly targeted and banks likely to
remain top cybercrime targets as emerging channels,
such as mobile and online banking, are opening new
doors for cybercnminals.

Integrity involves maintaining the consistency, accura-
ey, and trustworthiness of data over its entire life cycle.
The repercussions of a confidential data breach could
affect a business' customer loyalty, reputation and
competitive advantage. It is the responsibility of compa-
ny executives and their IT departments to ensure that
company data, wherever it resides, remains within the

company,

To avert threat, integrity is must

The cybercrime is growing and the methods are
constantly evolving. One of the biggest eyber security
challenges for business is that there is no patch for
careless, greedy or stupd. Even tech-savvy employees
can be fooled imto allowing attackers access to company
networks, To avert such enmes, bankers should locus
more on mtegnty, honesty and ethical bankimg practices.

We should take the right technology delense as well as
sel the right people in right places as lack of integnty,
honesty and ethical practices generate greed and inlernal
breach. Only then we can averd further threats and thefis
in banking.

At the same time, focus should be given to the integrity
of board members also. In developed markets,
hke-minded |eaders in the banking and finance industry
are now forming group in order to explore the possibility
of developing a new ethical foundation for the industry
as a whole,

Only then will the industry look: beyond mere compli-
ance and establish a foundation of trust, based on person-
al conviction, upon which the community can once
again rely.

S0, bankers in Bangladesh can form such group to
ensure professional integnty and Association of Bankers
Bangladesh (ABB) can take the leading role, At SIHL,
we are one step ahead in this struggle as we are dealing
Islami shariah based products and services, 5o they still
remain unhurt from such attacks,

As intermet is the main vehicle of the cyber cnime,
SIBL's IT operations are mostly based on intranet, while
we maintain 3-tier puthentications to ensure data secur
ty. But we need to do more giving top priority to integri-
ty, honesty and ethical banking practices.

4]
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CEO of UCB Bank

Ethical values
are the
cornerstone
of banking

nce in banking ond other fields of management. Global Finance. a Us-based prestigious
whlication' has owarded him as the Best Banker of Bangladesh in 2013. Dunng the
iid the big threat for all in banking and financial markets is erosion of ethical

If ethics could play a larger role in the financial services sector, the recent

ial crisis and the big loan scams in Banglodesh might have been averfed. What banks

global financ

o do to be trustworthy o society and vice verso.

RS

M. Muhammad Al said the concerms for bank CEQs are that customers may not trust banks for a
tion and at the same time banks may lose confidence on their high profile customers for thei

generg
default culture: So, it is high time for banking brands 1o put their money where their mouth s,

innovate their own change in'ine banking sector and start living by their promises

i

1 J=s

pite the recent success in economic frant. some unwanted incidents in financial markets have
sushed us to define the destination. The real challenge for the banking cemmunity is to formulate a
collaborative approach with the society o clean the mess and face the ottacks, the CEO said ‘

) The Moderator’s Queue

Banks' wrongdoing can seem without end. So, bank ethics is under scrutiny and regula-
tors in developed ecomomies set up standards body. For banks in Bangladesh, what
should be the prime focus for regulators & bankers right now?




1t Medin Dinlogue of Bank CEQs -

The Annunl Pri

e leen endem-
; denes corruption and gu-_dh.nL :
-.. eompetence, Cormif ; hanking

e in loday's
world. Millions ol house-
holds mnd Tirms: noy have

o clean up the mess
caused by aecidental
missed pay ments,
bounced  cheques and
cash shortages. This hias
jnrnished the 1mage of

bankers who once Were
{reated as friends of their
customers. The guestion
is: Where do banks giand
for now?

Cyber threats and money thefts globally arc now the top
of cancerns for the bank CEOs. Theese two new endem
1e% are not only stealing mongey from cash vaults through
credit frauds and lootng cash from ATM booths through
skimming but also giving rise 1o new compelitors of
bank CEOs who are challengng traditional ways of
doing things and operate usings more mimble systems
and lower pverheids

Fraud in bunking i now a billion dollar-a year global
industry and a way of life for some people and a means
10 4 short-term loan for others. So, itis the right time for
bunking brands (o put their money where their mouth s,
innovate their own change in the banking scctor and start
living by their promises. If they don't, the threat from
digitally innovative brands to disrupt, change and lead
the market looms large

In Bangladesh, regulators are reforming rules in
response o a series of scandals that many say lustrate a
culture of rule-breaking m the country's  banking
landseape. Regulation will only be traly effective when
an: ethical prictice and moral foundation are widely
adopted by mdividual bankers, If eéthics could play a
larger :'_ulc in the inancial services sector, the t‘ccdt:n[
global financiil ensis and the big loan scams like Hall

Mark, Bismillah Group and Basic Bank s
» Bismallah Giroup and Basic Bank scandals o
have been avered, ‘ '. nght

:31 11IL'I..~ cthics his become increasingly important in the

|;TLLI:|“L|II:|| T‘nu'ra sectar particularly in a country like
angladesh. An ethical enviror &

] i iment in the business

financinl sectors provides vit Lol

al support for m

oy TS pre AxImIsIng
} Mg-term bwner vilue. Over'the time Our gconom hr.lib
WCOME & T, e i ‘ .
’ll:l"::" :’I!mmtr' remaimed resilient when others gi‘thh:
B ere vulnerable driven by financial mclidﬂ‘;ﬂm B 7

SOTE Umwante Nde ni ‘
”“lmmr.:'?lu!hil |1|L1L1Lr|l_a in vipital markets and banki o
¥ have maligmed jts suceess iand has push :;1 “:g
: o e 1.1-. el us to
question has been rw_-I:l!h;;L :tk WL];LEU Irom here? The
i il E moderator: e
the greatest need tor pronctive risk ussus;lfi}rt:n:;qlfrc i

define the destination
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A bad apple spoils the barrel

Financial fraud 15 a hig business for many contributing
to an estimated 20 billion USD in direct losses to {he
global economy annually, In_tlu_tim-' EXPCFLS suspect thar
this figure 15 actually much higher, as banks cannot yeey.
rately identify and measure losses due to fraud. Al
takes 1s one bad apple 10 spoil the barrel, and thaps
because the one apple that's gone bad gives off pn,}.h_m'l
specding the ripening of all the other apples in the same
barrel as the bad apple.

In recent vears, we have seen the intensity of the evenis
a bil clearer and the big actors are now under the trial
Wall Street billionaire Raj Rajaratnam was convicted on
five counts of conspiracy and nine counts of securitics
fraud in 2011, and is serving an 11 year sentence. Banks
are facing more challenges for a few bad apples

A strong cultural revolution is the demand of tme o
clean the mess from our society Thera's an ohviouy
commercial imperative for industry leaders to address
cultural issues. Not least the p tential, as we've already
scen 1n recent years, for investor revolts over miscon-
duct issues, which themselves follow successive voling
ceasons that have been punctuated by rebellions.

In the banking industry, the big threa i% that customers
won't trust banks for a generation and at the same time
banks would loss confidence on their high profile
customers for their default culture. What banks need o
do to be trustworthy is one thing, but what society then
does to trust banks is another, Over the past five year,
banks have mstituted complex control systems (o detect
and pumsh rogue behavior — where employees c.h-:,-n
their employers or customers, or violate clearly defined
rules.

In the recent times, banks have made greal strides
Increased levels of surveillance, with appropriate £ -
nance and controls such as mandatory signofis: %
enhanced their abilities to identify and manage this OYP*
of misconduct. But this 1s not enough as more threats rr-L|
coming from different fronts. The danger 15 that ey

criminals are undoubtedly sharing their knowledee lll!:l.
tools while banks are vel to break down thieir traditios

barriers between competitors.

sther banks " .

st i
jly wit
i e |||'|||.

When a big bank will be attacked, then
also face the same, We have o fight e :
collaborative approach to break down the barm
have existed culturally and technically.

W
The real challenge for the banking '“"“”m.m::n? oty ¥
formulate a collaborative approach with ! |1-: o shiri’
clean the mess and face the attacks. [ntelligem™ =t
has become a core segment of Swift
programme. Ina letter 1o members
send alerts of any cases of malware ot
compromise as soon as possible.

o
15 custon o ¥
5 Cu pdeet i

ol
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CEO of Rupali Bank

TBMLIs a safe
route for
criminals

o~

—
F
--’_'ﬂ‘
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SUMMARY OF DIALOGUES

| Md. Ataur Rahman Prodhan, the forrmmer CEQ of Proboshi Kallavan Bank recently took over the
warge of Managing Director and CEOQ of the state run Bupall Bank Limited with his long banking
careerin the country's largest commercial bank-Sonali Bank

With his close cbservations, pMr. Bohman hit the print media dialogue with o new debate aver the
ol 155

bt that forces lenders to raise: their loan-loss provisions, sending costs up and profits down. The

jes now el

ng overooked in many instances, The great threat in cur anking is mounting bad

ge

existing regulations regarding LCs are notencugh o recover monay from a few baod apples whick

has already piled up too many bad assefs in the banks cash vaulls

e S P

The CEO sees the prime focus for the banks should be money laundering to combat terror financing

which is mostly done by trade financing process and laundering from developing countries to
developed reqions: Trade base money GLIT'IdC'fIFI-';J I'IFHI‘“-’IL.I 5 now a safer route for criminals fo

finance temorists. A unigue technolegy platform fer spof pnce of commo:

dity prices and third party
checking system for price quotations canreduce the risks from TBML, Mr. Rahman Prodhan said.

©)_The Moderator’s Queue |

The recent Gulshan terror attack has ranged the alarming bell for the banking ro focus
more on money laundering and financing to terrorist. The big question is: Are we
responding slowly when tomorrow is already too late in the evolving banking world?




ogue ol Bunk CEOS

(he Annual Print Medin Dial

. . 1= (e
""!wn (errorism, fines and money mmlllhh':ll;:f. and
how the three big concerns {01 banks gloDATL

§ { " (N]
regulators are coming up with t|l}ll|!|t. cedpe ;!.»1::7:1” (
combat threats and thells coming from mesy | IIIin"m ol
senior bankers are at a unique print media Pt - Print
The Bangladesh [ixpress l}n‘uuuh llu-l ‘{\'3"”',‘”“. roal
Media Dinlogue of Bank CEOs on (he ”"‘“‘.“'l o g
challenge for the bankers 18 (o show by Ill‘t II u;] .v. e
just the words as we belong (o the snme wol [l o the ret

ol us.

Bangladesh has (lourished over

The banking industry in : |
i profit  percentages,

the years, making double-digit B
sustaining growth and surviving cul-throal competiion
while providing attractive returns (0 sl;mrclmhivra. Bl
the great threat in our banking 15 mounting _hml debl ﬂml
forces lenders Lo raise their loan-loss provisions, sending
costs up and profits down. And il is coming I'rn_m our
home and recently has been apgravated and foreing
banks to go for force lending,

The existing regulations regarding LCs are not enough Lo
recover money from a few bad apples, which has already
piled up too many bad assets in the banks cash vaults.
Rather some lapses in rules encourage defaulters (o pay
back money to the banks and force the lenders to give
them loans,

So, many questions in people's minds: Are we heading
toward a bleak future? Where lies the greatest need for
proactive risk assessment(?

In fact, money laundering and measures (o combal it
have become the focus of an infense international effor
as 1t damages financial institutions, reduces productivity
in the cconomy's real seclor by encouraging crime and
corruption, and can distort the economy's external
seclor,

But one thing still remains out of proper focus- Trade
basc money laundering (TBML), When banks and
rcgu_tulmns have put more focus on cyber (hreats and
credit frauds, then Trade base money  laundering
(TBML) has become a safer route for criminals (o

finance terrorists, TBML. is growing silently and hittin
our economy severely, -

We should focus TBMI, more

II‘:::;lln;gl Ihrclnl 15 sl looming largely that Trade

-y laundering (TBML.) is rapidly growi

| Y Munder rowin

nd terrorist eriminals have Ihuntlctlyi:{u Hul'cgr'ﬁll(i:tullily
: for

lnunderin '
| B money. A few years ;
e ! : IS apo, Americs
Gl S LOneY A 0, American cys(
e t.-.ulim 11‘|‘1L-n|w red ascheme in which i ('ulnl::llr:!m
“"m”l“.m iln N;\L.cdh from drug saley (0 buy nllf;'lm
H W s Ll Il : H : ‘
v ol nhI:- o ;.:’."'-Llu' I'iy CXporting them (o (.ullult;ﬁ
b ol :nPgllmII‘-gnl.l.cn #0108 home, co -]-
SO and get them info (he banking, uy.l e
‘ slem,
trade-based mone

base

his is an example of *
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(e misuse ol commerce (o gel money wepg

. 1 W l’““h‘l\,
Somelimes the num is Lo evide taxes,

dutiey 0 ll”|‘||‘||

l'“””“l"i; |l“(-“ H I8 “l H[‘l t'“'\‘ ey il ”1" |1i'|||| in
I\
“

Hynlt*ln.

Armr(luu,', to the Internntionnl Narcoticy ( ontrol Sirnte
y Report, plobally Immhml-.. tl|| billions of dolfy
laundered annually by way of TBML, Bangladesh 1o 4
out of its claws. A recent NBIU report publishe i A
duily said nearly 8O per cent of the money |"lllmlnmlf
condueted from Bangladesh is done under the coyg, 'fl
export-impor business,

\ '“l'

A lot of policy lnpses sUll allow eriminals (o draiy oy '
huge amount of money through trade based MOey
laundering. So, regulators in developed economies yye
started rolling out while Bangladesh s sall lagging (i
behind in the race,

[nternational efforts to stamp out moncy loundering have
targeted banks and money-transmuitters, and the smug
gling of bulk cash. But as the front door closes, the back
door has been left open. Trade is “the next frontier in
international money-laundering enforcement, Reguly
(ors ncross the globe are stepping up with sharpen rules,
various guidelines and legal nets,

In case of TBML, regulation promulgated by the Bangly
desh Bank (BB) is enough bul many banking experts
say, some lapses are still a persistent problem for the
banks, Taking advantages of volatility in commodity
markets, eriminals can send money o other countries
through price manipulation as supervisory authority has
no such tools to check commodity prices.

A unigue technology platform for spot price of commod
ity prices and third party checking system for price
quotations can reduce the risks from TBML. Not only
regulation, an effective interaction and co-ordimation
among the parties are necessary (o combul moncy
laundering, A real time monitoring system can inerease
co-operation among them and combat trade base money
laundering,

TRADE MISINVOICING OUTFLOWS FROM BANGLADESHINNILLIONUS?
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CEO of Sonali Bank

Criminals will not
spare hanks,

If they Ignore
talents

SUMMARY OF DIALOGUES

e

Md. Obayed Ullah Al Masud, the Manoging Direcior and CEO of Sonali Bank. fhe larges

commercial bank in Bangladesh sees the big threat for banks i risk management, while o

new epidemic- cyber risk has made the sk m | ks more difficuli for banks

gl bally which & "a clear and present -::'cr:_:_*s’" ng: locally. Mosi banks
e deployed technology plafforms. but o G adequale number ©

quag I|1~_,f IT professionals.

The banking sector is facing acute shorfage of quality IT professionals driven by incpproori-

ate recruitment policy thot discourages skiiled r:-m'-'e-zsicr.: 5 o work in bonks: So S 1IC

the high time for banks o redesign iis recruitmes
issues and if necessary. decide 1o hire good hackers

Md. Obayed Ulloh Al Masud served ih
prior ta join his new assignment in 30 3'

in Bangladesh faced big attacks in cred Fr-::- .i in the _
sound credit risk management culture. WE have seen a lof of nule
lapses in risk management and strong supervisian.

9 The Moderator’s Queue |

Banks are facing threats from various fronts even though a lot of work have been done
in responding to immediate pressure. A question has been raised: Are the banks prepared
o prevent any attack from cyber criminals or loan frauds?
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ave ol Tink CHE IMII“SH

I" recenlt Il"'l:“l-”'i. Wi |I|F'I:'1~ sccn o lal of rule l”'l'llkjn-.
ineldenis nnd lipses in risk management and “-‘F'Jl':tm:
il

-“Iwu criminality, proed, [ and price ""H”-W”r it ”'-“Ih‘"”lj‘-"”! umlfhllw.”””, helped the ery,
ot dre (nereasingly — inalw 1”_-..||1|.|.u|| awny thousands of erore ol takg from oy

concerny of banks and — pecounts S0, the new regulatory landscape is plagy,
Fls, then this print medin — demands on banks and financial insttutions in comor
dinlogue [ocuing these  povernanee, eapital adequacy, Stress ests, operation|
crieinl uwues is; i doubt, risk, lL‘l..‘|II|I|r||IH}' dati and information syslems, and risk
oulture, As institutions prepare 10 comply, they w|

o unlgue initinhive for the
Bnking industry, Soopen— peed the flexibility, in both their business models and

discussions, Intermetions  pomplinnee progriams.

r:lll'::“r,:‘f:.:lnl;!: “||l-|"L:::lL":| Meanwhile, bunks huw:- made Er::grmu In many areas of
journalists through news risk management. Boards ol directors are devoling more
medinwould helpusall o HMEL0 risk management and most boards are addressing
mitigate tisks and find the kiry issues such as approving the risk appelite slatcmen
Hght strotegy to win (e dnd nl:g[nlu.l, corporite sirategy w'||!1 the organization's
battle against thells and risk |1-ﬁ.1'||]l;.‘. Jliut-'mg i chiel nisk officer position and an
turonts i binking enlerprise risk  munagemenl  program s becoming

previiling praclice,

A mew wive of scandals and serfous misconducts hive
stunned the global Bnaneinl markets i recent years and
fhve b theents are now coming nol only rom teehnology
front bt wlso trom bankers who are Hving with us but
frauds, grecdy and dishonest in nature The biright exim:
plew are the LIBOR seandaly in UK and market manipu-
b sohns i Wall Steeet, And this hos prompted bink-
g regulators to become bratml and  coming  with
evepopping fnes o puinish banks

But some business risks are still looming largely and
hitting the banking industry mostly driven by fierce
compelition and negative impact of media report on the
credit scondals, This may create a new joltm the indus
try in the ¢oming days where oo many banks are
playing in a too small ficld for a small cake. For example,
some banks disbursed nearly 80 per cent of their loans
through their AD branches which is risky for I|IL'1h~:”|L-"
The re la el SRRt vrr Chiiil has
I‘“ Ih“ul“‘ll”h. nller some meidents, ||-"H.||1I|Il'llﬁ are HI‘E:”IL"H;I! ;h l:'?“ ||IL|'-..il|! I....Hill.llll FLIHII'III...:Ml;:II::]I l:::li Irl:!”:l-[
coming up With mare stringent measures and Banglu- HGS DY LoD MUGh LK BT ENE 19FES

dissh Bank bs shiarpening its mogulatory kiives, So, binks

“"“'“l prepare themselves (o face the ohallenges and ~ We should focus on o balanced growth of credit ;u::l
:m‘;ﬂnmtai|?;1: N"I:I':t"'”'”l'l"*" for all would be exeeution  loans to ensure the balanced growth ||f'-:|.'|1|1u|r-.||."|:::1m_
superyision by I?rll un::l‘:l"lll:‘lklr 1? the banks and regular  Otherwise, many banks may face unwanted consed!
scandals nrd Illllluﬁ'n i our :::nml “:. et L-}r R et g e oo e I
truth, he said i el this - Phreat from anonymous hackers S enormo!
{5 chung

Top challenge for buanks is risk management fLie S challonge for baniks is fha l“hl“.r.l.“ﬁ;np|JLIL'-5'-

ing the banking from the outside, while in & of qualt

than (0o less focus on operational nsks,

The bug thrent
I baik ; : _ T
ment failures, while u“;;*\': ot from rigk mangge-  the banking industry 1s facing acutc shortage ruitme!
| inade e Tisk “‘“"ﬂﬂmnml“ lﬂ.:“v"""' u}-’hﬂf ek iy I professionals driven h}' ir-|||_l*_||‘||I,I|'lf|i'||.l..' L'II.-.I ki
| e 08 " cloar and pre i mare ditliclt, which 1 policy that discourages skilled professionals &
{ MeKinkey in fus reo senl danger™ 1o banks, By 2025,  banks,
that rixk fhine POrton fture banking risk Aenied o 01
fnetions i i | B 1Sk predicted o CONNECIEE T
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years, Pw( estimates, cumulative investment in fintech
globally could well exceed $150bn, and financial institu-
tions and tech companies are a stepping over one another
for a chance to get into the game.

Skill gap is still a big concern for banks

In banking sector of Bangladesh, skill gap 1s still a big
concern for banks. Most banks have deployed technolo-
gy platforms built by foreign companies over the years
spending millions of taka, while a few banks appointed
adequate number of quality IT professionals in their IT
and nisk management tasks. After the recent Bangladesh
Bank money heist, international IT experts warned l_hat
most banks in Bangladesh are vulnerable in the ongoing
cyber war game due to poor IT security measures and
lack of skilled professionals.

Many security experts blamed the poor performance of
banks® IT departments for the recent ATM skimming
incidents and said that professional quality and integrity
of the banks executives working treasury and IT depart-
ments are not above the question. So, 1t is now the high
time for banks to redesign its recruitment strategy and
focus more on IT security issues and if necessary, decide
10 hire good hackers to remain safe from bad hackers.

Some private banks, meanwhile, have improved the
situation and others are still limping with a obsolete

recruitment policy that discourages the talents to work in
banks.

As threat from anonymous hackers is enormous, so
criminals will not spare banks, if they ignore talents. The
good news is that regulators are now increasingly
looking at staffing levels, training, compensation struc-
tures, and performance management programs to deter-
min¢ to promote a sound risk management culture.

Where we stand now

Bangladesh Bank is sharpening regulations and reshap-
ing bank strategy giving more focus on risk management
strategy, good govermnance and digital transformation.
So, the financial institutions industry - including banks,
asset managers and financial Ll,t,hnn]np COmMpanices — 15
currently facing a paradigm shift. Banks recently have
increased focus on the steps with the view to create a risk
culture that encourages employees to maintain ethical
practices and assume an appropriate level of risk.

sonali Bank 1s not behind the race. We are dev eloping
strong defence to protect our money from thefis and
remain safe from any cvyber attacks. But more work
appears to be needed in this area.
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CEO of Standard Bank

Tough regulation
urgent to combat
banking threats

SUMMARY OF DIALOGUES

' mMd. Nazmus Salehin, Manaoging Director of Standard Bank is o fop notch public sector
anker of the country and retfired from his service: last month after 35 years of career un
fferent banks. During the dialogue, the CEO said the challenge for bank CECs 15 1o

velop comprehensive fraud risk management controls through implementing KYC
KYCC and CDD that will not anly prevent frauds but detect them as soon as they occur
and respond to them. Standara Bank has taken the chollenge and putl KYC as the prime
iask. Our board members are extending oll out coopearanon to implement thesa regulatory

neasures. And this helps us to sleep souna.

The CEOQ said cyber-crime anad identity theft are dominating the global banking fraud

ndscape. So regulators ground the world are waking Up and propose siricter banking

les. Banaladesh Bank has already asked banks 10 focus morg on KYC checks and I

Ustomer daota E|':.'-j-j-:_';f@|i|1|."l_

' The Moderator’s Queue

The debate has been ignited over the tougher regulations regarding KYC rales amd the
question has been raised: Is rough regulation needed to win the bartle against money

fl!“i‘l!f['}'f.l‘!l[‘r amnil f{'rﬂlr‘i\'l’ _f—f‘HI'i'i'l'l‘i"H"l,,'?
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7 )M Nazmus Salehin.

o i A
m  banker - What's their biggesi defence agams
vy uds? And he will say, with almost 8 sense of

internal fra

pride, it is their maker-checker controls.

While the maker mpuis the transaction, & I_.:-herker
verifies the data and then authorizes the transaction. 50,
one individual cannot perpetrate the fraud entirely on his
own and would need a maker partner in ¢rme. This
process independence, therefore, is considered to be the
ultimate panacca for mternal fraud threats. But the
process failed to stop big scandal 1n wall Street, Hall
Mark and Bismillah loan scams m Bangladesh and the
jatest BB heist. now the hot topic in global financial

miarkeds.

In today’s context when theft sends tremble around the
world among banks and large corporations that keep big
balances, maker-checker conirol is not enough to
prevent financial crimes. | will say the KYC and CDD
are the ultimate solution.

But the success depends on the integrity of bankers and
leadership role mside the institutions. So, toush reguls-
tion, may it be it has double edged swords, should come
m force. 1 think, tougher regulation like KYC 1s urgent to
combat threats and thefis in banking.

In banking world, regulatory pressures, nsk manage-
ment and technological advances are creating a new and
challenging environment which nisks dnving out some
of today’'s leaders. Tighter compliance regulanions have
challenged financial ipstitutions in a varety of ways.
New topics continue o emenge, such as conduct nsk,
next-generation Bank Secrecy Act and Ant-Money
Laundering (BSA/AML) risk. risk culture, and third-
and fourth-party (that 15, subcontractors) risk, among

The good news s that this bnngs some welcome clarity
to the area. The bad news is that ignoring the issue is no
lcuxg.n::_m:u_«:q;.ﬂ:_nr.!el:lT The guidelines go as far as saying that
ﬁmmwhohaw chosen not to use social
tgtmamgmmthcis?x;ﬂw}'shﬂuidsﬁ]]mnsidn
m!pﬂttnﬁii for nisks ansing from negative comments

complaints from within the many forms of social

We are not slone i getting funds in and out of Bangla-

H. _“ llm!ll:ul m?ﬂ_mtﬂme

Can mitigate the nsks and is the deman
think_

EXPRES§
The challenge is implementing KY( Properly

Today, cyber-cnme and identity thefl are domipg

global banking fraud landscape. So regul '”""“'-*-tr:'n:_l nﬁ the
world are waking up and propose stricter bankip, ‘n the
to cover cyber, fraud risks. Bangladesh Bany im!rjﬁ
sharpening knives and has already asked banks _.Iljf"‘l‘"
more on KYC checks and customer data |115|:gm[m;|m”

The good news is that this brings some welcome clarip,
to the area. The bad news is that ignonng the &‘Eu!_m;:r,
is no longer an option as it will punish the banks m.mf_
ly. The BB has already fined some banks for ignoring
KYC rules. The Reserve Bank of India (RBI) has penal.
ised 13 banks for violating Know Your Customer (KY()
norms. The central bank has also advised eight hanks 1o
put in place measures 10 ensure sinct compliance of
KYC requirements and Foreign Exchange Management
Act (FEMA) provisions.

I think the BB’s recent tough stance will enhance market
discipline and supervision. This will not only promaote
stability of the financial system, but also help the central
bank to discharge its core mandate of mantaming pnce
stability. The challenge for bank CEOs is to develop
comprehensive fraud risk management controls through
implementing KYC, KYCC and CDD that wll not eal
prevent frauds but detect them as soon as they occur and
respond to them. So, KYC policies are becoming mort
and more popular throughout the entire financial industm

Tougher actions needed to combat AML

Money laundering 15 a way of covenng criminal macks
For the economy in gencral, money laundering weakess
the financial landscape, which is one of the stronges!
affecters of the economy across the globe. By hami=s
financial institutions, money laundering directly causs
bad economic trends. The AML/CFT regulanons 1nie
duced by the regulators provide a sysiem of ns'a:-hwﬂ
approach under which customers would be profifed 3¢
per nisk involved.

the regui

In some countries, regulators have tightened
ators have nghlens
] g = _‘mo_l-,‘a_ﬁr._‘d

tions and developed a framework of scen e
ranking of customers to detect abnormal behaVie
transactions during the course of relationship. REEE
the BB has tightened some rules and this would “.b-a:-
clean and transparent banking transactions o0 ool
hand and enable the country to mect intermatits
standards on the other.

g *

Mobile Money Service providers are not ‘”“;q: oon
big market players in payment business. Time -‘:‘ el
10 regulate their money. But the question ™ ho g b8
KYC would be monitored? As the mebile ’N“!‘*‘lk_:-

already put their strong holds in our econenty ~:; o b

I = s regul? |
think to over through them. A separaic :;L:': the U

\5'.‘1:
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CEO OF SBAC Bank

SUMMARY OF DIALOGUES

——

hd. Rahgul Islam, has been re-appointed as Managing Director and CEQ of South Bangla
Agriculture & Commerce (SBAC) Bank Limited for ancother term recently. He also had
sertved Al-Arafa Islami Bank Limited after starting his career in Pubali Bank Limited in 1977,
Addressing the dialogue, the CEO said bad debts have been regularly trotted out the
banks as a big risk threatening bank profitability.

S0 regulators are not sitting idle, coming with sharpen regulatory tools to fine banks and
srengthen risk management practices. Lending o other financial institutions and large
companies, and holding equities are the areas mostly to be affected.

Faling credit quality has been well telegraphed in Bangladesh banking circles, so it was
e surprise that as results rolled out recently bad debt blows have landed right on the
bottom line. So. banks must to follow the rules in their risk management practices.

Ul tougher regulation would be successful when it comes not only to punish banks but
Q0 save bankers from any pitfalls. A strong social movement is necessary to combat the
hreat from rule braking culture and bad loan creators, the CEO said. [

g__lhe Moderator’s Queue |

-jlfffr some big credit frauds credit risk management has come under the scrutiny of all
Mvolved in banking. The questions have been raised: What areas are to be highlighted
10 win the battle against loan frauds?
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ol Riskse SOME AIe NEW some & [.
New threats ane conming from many mnu:;"s h;::‘ n;:n 15;3;::
I ! ' i threat for banks. :

pisks still remams @ big b
::ﬁir:?\';ilﬂcﬁ with continued concerm on technology nisk,

: wodera dialogue mentioned n his key

:Tﬂl:w‘: m.;:bzgﬂf o in?p'l:-&t‘ 1mllghcr regulations
\\'Ili\:h are now the topic of discussions in gluhuﬂl ﬁnnnc!:;;i
hubs. Bangladesh banking sector s 0o far away from this
queue.
Falling credit quality has been well 1r:~legmp_hed in
Rangladesh banking circles, so it was hittle surprise that
as results rolled out recently bad debt blows have landed
nght on the bottom line. The Financial Stability Report
released by Bangladesh Bank (BB) said the bad loans to
gross NPL ratio increased in Calendar Year 15 despite
the lower gross NPL ratio.

The recovery of NPL remained a prime concern for the
banking industry. The central bank report also focused
the adverse effect on banks' balance sheets ansing from
high ameunts of nonperforming loans, which is now a
major concem for the banking svstem.

So, [see the nse of bad loans 15 the big threat for banking
growth in Bangladesh even more than others.

Along with regulatory demands to hold more capital and
the squeeze on mangins, bad debts have been regularly
trotted out the banks as a big nisk threatening bank profit-
ability. So regulators are not sitting idle, coming with
sharpen regulatory tools to fine banks and strengthen
nsk management practices.

In Bangladesh, BB has also started initiatives to monitor
the NPL scenanos of large groups and non-financial
vorpombons and s expecting to improve the NPL
mumﬁu of t:l;.!‘ bunhb“ nt%wmlm. But how much the latest
Vs W : : it i

i ng lm%:mj result i near term it is

S0 the question has been raised: To minimise i
X tas b : mise nsks, what
areas are to be highlighted? 1 think it should be the rule
:mkmg culture where both bankers and supervisory
annot ignore their responsibilities. :

Ridemmagmwntnuesmbﬂwgm
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Bangladesh Bank has already 155Ued
y X o,
Nsk P

lines for FIs 1 line with internatiopg), . °
management principles and Practices CCeptag h.:: %

So, banks should follow the pyje in s

ment practices. But one thing we f*huu]]G“ rsk Mgy,
tougher regulation would be successfy] r'_““t‘l‘n'. ?‘
not only to punish banks but a S Wheg

Y
50 5ave i
pitfalls. ]

A strong social movement is necessgpy i
threat from rule braking culture and phag '[Ulm"“':e: B
From their part, banks should diversify ghejy p.
as diversification of business wil] heip bm;\;:"r'“*‘
mize their risks and new rescarch makes iy iy g
clear that companies with more diverse
perform better financially.

g e (AN
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Workfirm,

Collaboration with businesses and innovation in opers
tions, | believe, would help banks to combar 3;];, '__
and threats now looming largely. But here. ha_—ju:_::
skilled workforces. So banks should nounish talens ys
in the coming days will lead business and adiopt :.:;"_—,;.
ogy which will drive the banking.

Evolving risks management sirategy

How to achieve full compliance and protect the b
from nisks? This needs to be an integrative part of &
thinking process at the beginning, not an afierthoes
once businesses. In the coming days, changing cusiems
expectations and ¢volving technology are expecsd =
change the banking with an entirely different profie &
then, widespread technology use 1s likely to be thene®
for customers.

But technology is not coming alone, so new 08 =
. = e

emerging when customer expectations arc o= =

regulation are being sharpened more and mor

So, banks should learn more about risk "rﬁf’:i
more interactions and collaborations 15 wEes ™ ©
battle. I think, banks can take some boid i#*

patives ¥
i
deliver short-term results, while prepant =

coming changes. i
y . rick-ansSee
To combat new credit frauds. the nisk ads ™

o 8

function will need to build a perspecti'® ihem A
clear guidelines how to detect and MBS i
will need the flexibility to adapt its 0f<™

a talent pool with ethical backgn s
Here, regulators as well as the POy oot
come forward with an approach © 5“5‘10 st "
talents by necessary law and regulalic

10bs in banking.
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SUMMARY OF DIALOGUES

Mr. Muhammad Shafig Bin Abdullah Joined the ICB Islamic Bank on November 2013 as the
Managing Director and CEO with his advanced banking knowledge, diverse skills and
experience in developing innovative solutions and 22 vears of banking experience in
leading banks in Malaysia. The Malaysian banker has served the regional ASEAN countries
during his stint in CIMB prior to joining ICBIBL. During the Annual Print Media dialogue, he
focused on the recent regulatory debates on de-risking following the tightening
regulations introduced by FATF to combat the financing to terrorists.

We always take actions after the incidents. We never think about the protection. Ethics has
become increasingly important in the financial services sector on the grounds that the aim
of business activities in general and financial services in particular is the creation of value
for the consumer, the CEO said. J

‘ C_— The Moderator’s Queue )

The BB has asked banks to focus on KYC checks and customer data integration. But it

“ppears that most banks are still investing in this area and are yet to see results.

Tougher regulations needed to combat money laundering, but bank CEOs in developing
_ Countries have raised the question regarding tougher KYC rules.
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a very crucial ||1dl|?f11r?/
topic- threats an?d th, ‘;
which is a growing head-
ache for bankers globally.
Criminality and lcchm::[o—
gy risks arc becoming
increasingly concerns of
banks and Fls in Bangla-
desh as well as in Malay-
sia and also in other coun-
tries across the world.

The growing concern for all is that financial crimn?a]s
will commit a fraud somewhere in the globe by the time
I finish this interview as experts already have found that
financial fraud happens every 15 seconds. As frau_d
threats are evolving, so the regulatory framework is
continuously evolving. This has created a very tough
situation for banks when margin pressure is a big
concern.

The successful cyber attack on the Bangladesh central
bank that netted hackers $81m has significance well
beyond the financial loss incurred. The criminals’ ability
to exploit the so called trusted Swift network to send
fraudulent transaction messages prompted the bankers
globally to rethink the issues of efficiency level of bank
executives and the recent loan scandals the issues on
cthical banking, The question has been raised by the

moderator of the dialogue: Is tough regulation good for
the growth?

I 1hlinl~;, the answer is not easy for us as we always take
actions afler the incidents, We never think about the
prolection. Ethics has become increasingly important in
the ﬁn‘ancaal services sector on the grounds that the ajm
of buslncs§ activities in general and financial services i
Particular is the creation of value for the consumer iy
The big concern s cyber attack
In today’s banking world the bj
cyber attack. More than |
Scams, online and (
Occurred in the
according 10 Financi
body fundcd.by banks, Thays |

are pettin " Isti '

inali? : ]agln;g;’stophmuicalcd in thejr fight ap.
attempted fraug tra i
said. Last year, loss
lotaled 755 million

:‘xiillllﬂs

But there is a flip side to l.hc!r Success, "A¢
systems gelt more advanced, lr‘am!s,lu-S
tion elsewhere and sadly this often Means |- 2den.
people out of their personal details a4 Mone tric ing
world becomes more and MOTe connecte ¢, the * the
through computers, cybercriminals
to exploit people and companies yre s

A8 the p,
turn 1hc'rb.dnksl

F . = - . = = I ps
banks in Bangladesh and also in Malays;, are vy e
and under the threat of cyber sccurity risks,

Cyber experts have alrecady warned thy the seqyy:
measures in banks in Bangladesh are inadequage .
inefficient to face the growing sophisticateg aitack:ﬂd
new generation hackers. The IT Security issyes ft?maj-n qu
the sideline of the agendas of banks and financiy in“ncr
tions, while most of them dependent the outszdérsui
think, banks in Bangladesh should develop their d\'x.:n
defensive system with their own IT professionals who
are intelligent, honest and efficient and have proved thejr
efficiency in many world class organizations. For exam-
ple, ICB Islamic Bank of Bangladesh. We haye intro-
duced a unique SMS messaging system in SWIFT
payment procedures which has reduced risks significant-
ly, I hope.

Over the years, [ have realized that hacking is more of 2
thrill to the hackers who always like to be a Grey Ha
hacker and like to help the admin of site by reporting the
vulnerability. On a global scale, what is happening right
now is most of the attackers are fearless, and they are
going for targets that they never did in the past. It’s now
important for every organizations, every companies to
begin to further their progression on cyberdefense.

Is tougher regulation good for banking?

When banks are finding themselves difficult to survive n
the wake of rising scrutiny and higher compliances cost
>OME new tighter regulations have been emerged b
have made their situation more difficult to survive. Stnct
rules are changing the way banks do business and now?
big concern for bank CEOs, Meanwhile, the ““"S"FE
has been raised by many: Is tougher regulation good 1
banking?

‘o how
lncreasing]y strict banking regulations are Ch“”gm&«gtm
banks do business. Tighter regulation 1s dcsf‘%]}t.ﬁ(\
improve standards, but too much regulation has @ 1?1:1““
created bank brain drain in many countl‘iLfS- Toﬂgs 0
businesses and individuals are being denicd ad}\"aur
financial services as a result of tighten “Kno®
Customer” (KYC) guidelines. L

intergo"

The argument is that the KYC rules set by the ity have
ermental Financial Action Taskforce A‘“W-”; pank
Prevented poorer communities from alcccsbmﬁo ies
accounts for years and damaging developing clcglics and
apportunity to grow, Money transmitters, ch2

| cularly
fintech companies are among the sectors W
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SUMMARY OF DIALOGUES

I Mr. M A Halim Chowdhury, Managing Director and CEO of Pubali Bank Limited. the largest
private commercial bank with branches all over in Bangladesh. It provides mass banking
services to the customers through its branch network all over the country.

In this dialogue, the CEO said the cyber threat is the big fhreat for banking as the world
becomes more and more connected to the internet through computers. Hackers are
more intelligent than many other system installers. So, regulators are coming with sharp-
ened rules and guidelines to help banks to remain safe from the cyber attacks.

Banks in Bangladesh are within the risks of cyber attack as banks paid less focus on this issue
in the past. To remain safe, banks should build their own defensive system through their
own leam, Banks cannot ignore that they are the custodian of depositors, so they should
Welcome regulations tougher or softer to safequard depositors’ money and ensure returns
for their shareholders and investors, the CEO said. J

III,""—'——_

®_The !;i:d;atnf’s-m;eue_ )

Globaly digital is universally embraced by financial institutions but inconsistently
Xecuted, Iy Bangladesh, the recent incidents of cyber attacks have alerted both bankers
“d regulutors 1o focus the technological risks issues and increase investment in IT. The
\_q""“*"ﬂﬂ has been raised: Are banks just paying lip service to digital transformation?

—
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Naturally the digital hanL-
ing transformation will
lead the dialogues as it has
changed the banking
landscape allowing
outside disruptors to drive
a dagger through the heart
of banks.

More malware is being
launched every day than ever before: 230,000 new
malware samples/day according to the latest statistics.
Naturally, more resources are being deployed to counter
cyber attacks, And don’t think that all that money comes
from hackers targeting corporations, banks or wealthy
celebrities. Individual users like you and me are also
largets.

As the world becomes more and more connected to the
Internet through computers, cybercriminals are looking
for ways to exploit people and becoming more ‘fearless’
largeting big banks, The big concern for us is how banks
can defend against it and what the regulators can do.
Definitely, all banks and

credit unions need to prepare
themselves to face

the challenges and regulations will
help them to keep safe the industry from attacks.

Threat is bright, defense is bleak

Globally, the eyber securit

| y industry is growing. more
specialists join the re 0

anks.The estimated annual cost for

>

cyber crime committed globally g
billion dollars. So, banks invest more lime
defending against the threats. A |y o discuggj,

the cyber security issue have been mg. In thn\”."r
financial hubs. But the situation remaineg " Bloby

i i as 1t w
threat scene is bright but the defence landscapg ;

Near|y, 1
|
dnd Mop.

A lot of promised were made by banks :
over the years but investment rcmains

level. In the past, we have put more |
issues after the recent BB heist. A number of inte
al IT security experts have already warned tl
Bangladesh are vulnerable to cyber at

\k\‘l:h:-,
ril.il[u;:

at h.‘lnk\ in
tacks ag the

2 ) L 1SS4e
remained out of proper focus. This has been g s
- GdiM)

evidenced by a recent BIBM study that says banks f
o ave

up to 300 malicious software attacks a d

‘l'\ 2 h” pk\r ‘.‘CI‘.I ]
them by the local hackers.

The reasons are, the study reveals, poor |\”“\\|L‘\|gc and
insufficient investment in cyber security. While 70 per
cent banks have no separate and independent [T security
and risks management division, many banks hgye
installed costly software in an “ineffective w ay”,

About 60 per cent banks come to know from external
sources, the study says, that they have been attacked
The average time to contain a cyber attack has also
increased. It took 31 days in 2014, 27 days in 2013, It
takes an average 164 days just to get to know that your
security has been breached.

The central banks formulated a pragmatic IT guidelines
and rules for banks to address the cyber attack. But those
remained in paper. But | think. the security policy of
Bangladesh Bank, the central bank of the country 15
quite adequate and efficient to face the growing sophisti
cated attacks of new generation hackers.

Hackers are more intelligent than many other system
installers so to protect banks from the hacking, I s
imperative to install systems by the genuine and skilled
companies. ' )
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A lot of issues are still out of focus. When we talk aboult
cvbercrime in the banking sector, for example, we tend
0 focus on external threats, but often organisation insid-
ers are more likely to be the source of cyber attack.
Many security experts say thatinsider threats still pose a
grs:ﬂt_ﬂf risk than external threals as employees already
know where the company’s ‘crown jewels' are. These
crown jewels could include the assets that drive cash
flows, competitive advantage and shareholder value.

S0, bank CEOs might hardly be surprised in the days
ghead that regulators have rewritten the rule-book and
then thrown it at them.

Is tough regulation good for banking?

A significant number of cyber attacks were made in the
banking industry of Bangladesh over the years, but no
one paid heed to the rules and regulations. Afier the
recent attack on SWIFT, however, Bangladesh Bank has
come with tighter regulations designed to improve IT
standards and security and stringent supervision. So, the
financial markets today are more regulated than ever.

The Annual Print Medin Dialogue of Bank € s - 2016

Tougher regulation 15 good for bank as criminals are
fearless, The existing rules promulgated by Bangladesh,
however, are industry-friendly, predictable, transparent
and consistent

If banks follow the BB's guidelines strictly, they will
never [all in perls. Bul increased oversight is necessary
to restore and enhance trust, At the same Gime, banks
must come with more investment 1o ﬁphl FEmMOVe uny
gap available n ensuring the information sccurily.
Banks that are not investing i this direction today
cerainly will be behind the curve very soon,

Where we stand now

At Pubali Bank, we have taken the eyber issue as a prime
agenda for us, But still we have to do more to survive

Pubali Bank has developed a robust I'T system 1o protect
cyber threats and a unigue tool to monitor all banking
activities from branches to regional offices to the head
offices in real ime, The system, developed by a team of
local experts has reduced risks significantly and under
constantly being upgraded with the changing cyber
landscape. But our effort 15 not end here.

Too much tight regulations hit SME growth

dffected by this and now some banks are withdrawing
from providing correspondent banking services.

Meanwhile, KYCC has been emerged as a much more
miensive and costly process for banks and financial
nstitutions of developing world. Under the KYC rules,

ks are sccountable for knowing not only their
‘istomers but also their customers’ customers (Know
Your Customers Customers, or KYCC) as well. But it

d“-“f‘#ﬂ?ﬂd lack of trust between financial institutions
1 their perceived “high risk” clients related to the
(MRlementation of AML/CFT controls. I is also hurting

= MNK’s financial inclusion drives.

E:m of financial in¢lusion, and anti-money launder-
L‘CI‘E'l{ :,meng the financing of terrorism {AM};
! not inherently in conflicted. But too muc
m%UCF]‘ measures are negatively affect access
ang Secur services and lead to adverse humanitanan
Mﬂ},_ I:.t‘-" implications. So, many bankers have
lo '=4J‘r|:1|3mImd the appeal: Tougher regulations needed

LI, Ering money laundering, Get tough on money
' but not too tough, please.

m‘"m N Bangladesh are focusing more SMEs for
%H.ﬂh but stricter KY€ process discourages our
Pl e, OPEN accounts in banks. This has already
M;:l._%k’:’-ﬁh'fe impact on SME business, In this

Tegulations should be easier but careful.
feed to make sure that they do not take the

“great re-regulation”™ practices too far,

Small traders are very well known to us, they just want
hanking, not banks. If we impose them tighter rules and
ask them to submit too many documents, they will put
their money in their home boxes and leave our branches,

Where we stand now

At ICB Islami Bank, we deal mostly with SMEs and
maost of our customers are middle income group people.
Despite some odds, we are implementing KYC imple-
mentation practices carefully and senously to avoid
frauds. To make the process effective, we follow “the
right man in the right place™ policy.

To combat cyber attacks, we have upgraded our IT
security systems and our process docs not end here.
Recently, we have upgraded our SWIFT outward trans-
actions rsysb:m with a security tool- Instant Auto SMS
Notification-developed locally. After any transaction
made through the system, this tool  sends LII?H:LI:IL:
message of transaction 1o mobile phones of our assigne :
senior management officials and also to respective emil
accounts, However, the software 1s now under testing phase

After office hour, our SWIFT system does not allow any
outward SWIFT transactions. For any sort {.:F arn;:{r;
transactions, bank customers are gcumg msmq: o
alert notification, We also check black listed customers

{0 minimize risks.
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Mr. Golam Hafiz Ahmed, Managing Director and CEO of NCC started his banking career
as a senior officer with Pubali Bank Limited in 1983 and also worked Banque Indosuez and
Dhaka Bank Limited. In the dialogue, the CEO shed light on some recent questions regard-
ing bankers' integrity and said some recent incidents of banking scandals have shattered
the frust and confidence of the stakeholders immensely.

The bankers are being accused of for all the mishaps worldwide on a wholesale manner
thereby putting a veil over other determinants of the total picture. | think too much solely
blaming the bankers would be like shouting at the clouds because it's raining.

Torestore confidence, the CEO suggests that setting ambitious goals for profit or any other
likely items should be discouraged so that it can navigate in its normal course. Preventive
Measures are to be designed to arrest any undue or unethical attempts to undermine the
S€ctor, which was just a few years back a prestigious and noble profession to aspire for.

Banks internal control mechanism must be strengthened to be free of such occurrences as
Well as resorting to IT security measures. This virtual threat otherwise will rob the banks of

their all resources and bring catastrophe over us, the CEO said. I

5 ——

() The Moderator’s Queue)

In dm-clnpcd markets, some argue that greedy bankers' are not rlu: c'.uu.w :.;f ri'w global
| Tecession. Byt in developing markets like Bangladesh, bunkcr.\'. integrity is m.rdvr
- Questiony, Fl)cusing the recent incidents of loan .\'mndul:\'. a question has been raised:

Are the bankers blameless for the recent banking scams?

— - - —
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-ihc banking sector in Bangladesh at the moment IS

facing mounting threats
from both real and virtual
side of its environment.
Banking once was an
honoured profession, but
now stands In a grave
situation.

This has created well
founded panic and appre-
hension among the stake-
holders- the people in
general and the profes-
sionals in  particular.
Multi-faced problems
marred the scene and made an atmosphere of discomfort
uneasiness, owing to the unscrupulous activities of a few
people having no ethical standing.

Some recent incidents that bare of any ethical base have
also aggravated the conditions to a great extent. From
Hallmark, Bismillah Group scam in Bangladesh to Forex
scandal in UK has shattered the trust and confidence of
the stakeholders immensely. The bankers are being
accused of for all the mishaps worldwide on a wholesale
manner thereby putting a veil over other determinants of
the total picture.

In public and civil society talks, bankers are made scape-
goat for all that go wrong with the sector, terming them
as “Greedy Bankers™ without looking into deep to find
root cause of the matter. I think too much solely blaming
the bankers would be like shouting at the clouds because
its raining. In my opinion some intertwined factors are
playing behind this sorry state we are witnessing for
some time.

In country level, the market is too small where not less
than 57 Banks are pitting against each other for grabbing
market share as big as possible. This gives rise to an
unethical competition of that opened up a floodgate of
allowing huge credit without taking adequate securi-
ty/collateral, causing crunch in further investment in one
hand and leading the former to non-performing state on
the other. The borrowers’ behavior over the years has
char}gcq alot and in a huge number of cases their implicit
motive 1s to deprive the banks to serve their greedy ends

Evidences are there that fu
un-productive luxury expen
Fagudc of regular phenomen
being one of the causes of

r_1ds are diverted to other
ditures which have taken a

on in the country. This also
huge NPL that is Now pose

to the smooth operation of
O’S'are continuously
_proﬁl, N some instances
ithout considering the

under pressure to increasing
which is impractically fixed w
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market potential and ability of the banks ¢,

; : 1Cerneqd T
also gives rise to the practices beyond acce d. Thig

ptable Norm,
5.

Trap of inflating profit is a big threat

The bank CEO’s are now under huge Pressure to .
the challenge of creating profit and reduce rage ofinttlr.]d -
against credit by the regulator which narroy, do“‘ntrﬁﬂ
spread alarming and ultimately blocking chance e
earning the profit. But the fact is that profit 5 not a[hiUf
that comes easily as one wants or expects. ng

There are some conditions for getting a Profit. whig,
depends on mood of the people concerned i ¢, stakeho)q.
ers as a whole & available investment opportunity prop,.
ising good yield. This we tend to overlook for reasons
unknown. In global perspective, the situation is more or
less similar, where banks are knowingly or unconscioys-
ly step into the trap of inflating profit for no apparent
valid reason.

A recent global example 1s penalization of Wells Fargq
Bank of the USA for USD 185 million for issuine
fictitious cards to the customers without their knowlcdgg
and later on realizing excessive charges against these
accounts. This is undoubtedly precedent of unethical
practices stemming from ambitious target being set
without proper judgment and aggressive drive to reach
that goal.

Previously, we have seen the great credit crunch that
griped the world economy in a vice of recession for years
a few years back changing the total outlook of the econo-
mists as well as market players. Huge efforts were
needed to bail out of that situation, effects of which are
still felt in the advanced economies and developing
countries as well. That was also a resultant effect of
unethically extending of credit without taking adequate
measures to secure the same,

Eroding confidence is a top concern

The prevailing default culture has been a result of such
ambitious and impractical marketing drive crealing
scope for depriving the banks from their rightful ducs.
As a result, public in general and depositors in particula!
are loosing confidence on the bankers. Also banks have
lost confidence on their big and high profile borrowcf_s.tg
whom they have extended mammoth sized loan facilit
but now suffering from the grim effect of non pﬂ}’fﬂei1 [i
In cases borrowers of such status even show rc;cnim‘:“
to banks for asking their money back. Extcudmg_h.l;i;
credit to single borrower by the multiple banks &%
plays as catalyst in default culture.

In Bangladesh, the banking sector is CXPC“C"',”‘IE%,:
plethora of changes over the years pal-ticularl:.v‘[lu ;r
fraud risks management perspective, with the Bf‘)\,ﬁuu
desh Bank issuing several directives aimed at mP™" 0
BOvernance, internal control and risk man? ult an
among banks for mitigating the risks of loan de lﬂc panks
fraud. The pace of change in the sector has left th

gcmcl
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h multiple fraud related challenpes when

to be certain lag in the implementation of
Al MEeAsSuUres o8 seen so fir.

,rappling :r:
| &
};turj ::F;f manageme
3 decades, using banking channels (o launder
J financing terrorist acts is also pul the sector
e n.-puiﬂflﬂn“l r}!;k and threat of legal procecdings,
i ugh banks have little control over these miscreants,
‘;’:::?" they have been |nd15:r1:11|t1=|ll-]y blamed for the
viations' that tuke place. Such compliance issues jre
de atting the professional bankers in serious dilemmn
nm::_,pdoudﬂ hefitting strategies of balancing them with
r:s:ir prime objectives.
{n fct, banking !-te::d to recover 1!1.!: sacred confidence
that is on the hnn}} of lost, the Ismg[c MOosL iImpaoriant
commodity traded in the sector. The stakeholders musi
have trust on each other as well as on quality, ethics and
ckills of hankers. They should also k::n;p believe in the
Cudence and well thought reg:ulzltmns formulated by the
Fovernment. w.;hout_ confidence, achieving “twin
challenges’ of engineering a recovery and reforming the
financial system will be impossible.

For last
money a0

There is no doubt that time befitting reform of existing
acts and laws regulating the sector and in applicable
cases enacting new laws are order of the day to restore
discipling in the sector and thereby bringing back the
trust that has been lost for some years. Vigorous training
progemmes based on the down to the earth requircment
must be arranged for people dealing with issues. that
carry nisk of any sort.
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Cyber threat is the giant threat

_”l"-' greal concern for all s the cyber threat thot s loom-
mg before the banking originated due to rapid automa
ton ol operations withoul imparting adequate knowl-
edge to the functionaries or service point stafl, Advanced
lechnologies like EFTN and RTGS introduced with o
noble cause have also been turned out 1o be weapon of
bad clements.  Incidents like masappropriation of fund
mvolving the central banks were one of such striking
happenings.

The whole industry is at the grip of shock by this unprec-
edented event and looks desperately . lor  sccurity
meisures and check points. Banks internal control
mechanism must be strengthened to be free of such
_ﬁl.'t:urt’ul'llh.‘h as well as resorting to IT sccurity measarcs,
Fhis virtual threat otherwise will rob the banks of their
all resources and bring catastrophe over us,

In all spheres of banking operations from defining the
entcria on  pre-requisite for becoming  sponsors  for
povernance (o rules and guidelines should be accommao-
dated in terms of practical needs like all other compo-
nents of the cconomy. Banking must also function on
realistic base or assumptions,

Setting ambitious goals for profit or any other likely
Hems should be discouraged so that it can navigate in its
normal course, Preventive measures are to be designed
o arrest any undue or unethical attempts to undermine
the sector, which was just a few years back a prestigious
and noble profession to aspire for,

Ethical values are the cornerstone of banking COHNLES 4 Dage

Is regulation enough to combat frauds?

In regulatory point, Bangladesh Bank is tightening its
repulations and supervisions. But the question sull is
looming largely: Does the regulation enough to check
fraudulence incident in banking?

Punishing banks only will not make bankers behave
better, | believe. My personal experience is that bankers
who indulge in such frauds is minimum and most of the
frauds are done by professional con men who deceive
honest bank employees which leads to charge sheeting

and sometimes suspension / dismissal of honest bankers.

Regulation is necessary, for reasons having to do with
credibility and ensure good governance in both banks
and financial institutions to save good people from a few
bad apples... I think, it should be on the fit and test basis.
For banks and NBFIs, shareholders’ track records should
tome under the scrutiny as good people are leaving the
mstitutions for a few bad apples.

Facing the challenges head-on in a compliant manner
should be our goal towards creating a sustainable, profit-

I and forward-looking banking sector. We need to do
More and run faster with clear visibility to ensure overall
EOvemance and accountability in the country.

Where do banks stand now?

Eu’:l‘:n?ﬂ past five years, banks have instituted complex
: S¥stems to detect and punish rogue behavior. In

* Tespect, banks in Bangladesh have made great
N Increased levels of surveillance, with appropri-
Emtgu:n?aﬂﬂﬂﬂ and cuntrq]ls such as mar{ldatur}* signoffs,
ﬁism ';cﬂd firms® abilities to itlicntlfy and manage
rapi ﬂlja : ":3 misconduct, Advances in data analytics arc

o Proving these processes at leading institutions.

Beyond this monitoring, most of the institutions have
also addressed many old problems through value state-
ments, codes of conduct, or other formal means. They
have also initiated processes that impact culture proac-
tively or incidentally as part of a broader response to
certain reégulatory mandates.

The challenge 1s that the behavior in such eases is often
aligned with the profit-generating interest of the bank —
a situation that tends to empower revenue-generating
business units relative to cost centers such as risk or
compliance. Most dangerously, the bad apples that cause
the bank the greatest damage are often also the “star™
profit-generating performers of recent guarters.

Therefore, the way to improve culture, and in turn
improve employee conduct, is not by simply publishing
new codes of conduct or values stalements, or by imple-
menting some new processes. It s also not by merely
lowering the bank’s overall financial nsk. We would go
further so that the apple trees and even the surrounding
501l are ripe for change, Boards and management should
ensurc that their actions are consistent with their
message to employees.

At UCB Bank, we put more focus not only on KYC
implementation practices to wdentify the bad apples but
also focus the cultural 1ssues within our orgamisation. To
combat cyber atlacks, we have upgraded our IT security
to a fool-proof system and our process does not end here.

We are continuously adopting the latest technology to
scrutinize all transaction process and strengthen credit
risk management tools to combat all threats and ill-prac-

tices in banking operations,
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jXPRESS

'CEO of First Security Islami Bank

Focus urgent on
supervision
& corporate

environment

SUMMARY OF DIALOGUES

rh:f. Syed Wasegue Md Ali, Managing Director, the Managing Director and CEO of First
Security is a dynamic leader and a seasoned banker, having more than 32 years of exten
sive and versatile banking experience with diversified, welfare and next generafion bank-
ing business. In this dialogue, the CEQ said the banks in Bongladesh are vulnerable to
cyber attacks, as we have put less focus on ITin the past

However, the situation has been improved significantly in recent cays as many Danks nave
installed costly software in an “ineffective way" mostly provided Dy foreign companies. But

dependency on foreign companies or professionals may create another sefback in fhe
future,
1o protect their assets against cybercriminals, banks should invest more In secu and

*Cape, improve computer security software developed by own professionals. The |
should be more proactive fo allocate funds to safe guard depositors fund ignoring highes
profits, They should improve corporate environment focusing ethical issues. Otherwise, the |
onsequence would be dangerous more, the CEO said.

o —

&lh____"-‘h'lndera;or's Queue | _ ]
finuufim institutions around the world are clearly in the firing line and are prominent

trgets for hackers when internal security breach has become a ﬂfg‘ concern for bmrkr&.
€ Question jg: Where do banks stand and what would be the prime focus for banks
0 : ' L ) . 9
Temain safe? Is it tougher regulations? Any r obust IT solution:

A
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oV s reports say banks are vu!nfra—
Bmghdu;:; ::;iﬂs;:di:mw. put less focus on IT in
sl : A BIBM study says banks face up o SLI}
nm-u:i p:p:lnu} software attacks o day, 60 per cenl Enl' l:'Lf:r:t nz
the local hackers. While ?1} per cent bqu:r- itk ¢
separate and independent IT security and nsks manag
ment division in the past.

However, the situation has been imprnulud r-igmﬁcunll}.-:
in recent days as many banks have installed costly
software in an “ineffective way” mostly provided by
foreign companics. But dependency on foreign compa-
nies or professionals may create another setback in lhlc
future. So IT experts suggest banks should develop their
own defensive system by their own people,

Banks are vulnerable to cyber attacks

Kaspersky's 2015 security bulletin recorded nearly 2
million attempts o infect computers with malicious
software “that aimed to steal money via online access to
bank accounts.” The cyber criminals are very intelligent,
living around us and targeting big banks to steak money
sitting on their table just with a computer connected to
the internet.

In February, attackers targeted SWIFT (the system used
by thousands of financial institutions around the world to
move large amounts of cash) and successfully stole
SEIm from the central bank of Bangladesh. A more
recent attack recently on an unnamed bank alsp largeted
SWIFT with the attackers possessing a "deep and sophis-
ticated knowledge of specific operational controls,”
according to SWIFT, The cyber criminals didn’t our
central bank and stolen meney from our nestro account
with the Federal Reserve Bank. A number of our banks
came under the attacks of hackers over the years,

{'I:.grly_. cyber cnme is a problem for banks and financial
inslitutions, many of which aren't adequately prepared
Eﬁ:;:ﬁ;c?:’d:is b:;;l;ll:eu;g Enr.}.cd successfully could br.:
r » PO 10 terms of clients havi

ﬁm -'Jln_:ta!h or funds stolen, and the institution losilgg
! . :::l .ml:'ri‘ﬂ trust. To protect their assels apainst
hnmmdmpe _m:. nks should invest more in security
sz r.;w prove ::umputn_-r security software devel-

N prolessionals The board should be more

:mi‘c It:f'rtllocatr funds 1o safe Euard depositors fung
i E higher profits, Otherwise, 1k “
i Lo + e consequence

Regulation is oy (e

ulti :

mire g Mire connceled (o the

rﬂmmﬂ with mu%wmr“ T regula
001 the ultimge snlulii'-: g:;tm MUch tougher ryje

y W ould

6

"l

XPRigg
sufeguard depositors” money and ensype returiig
sharcholders and invesiors, S1or thy,

But the regulations should be realisiic,
should be given on supervision. The pr ibles
pay heed to the problems afler the jneig,
follow the Bangladesh Bank guidelines, ).
safe from any untoward situation. After (he tecent o

on SWIFT, however, Bangladesh Bank hae inurm:-!ls.uk-k
supervision, so, the banking sector Tdlas ilrc.r:.l-h
regulated than ever, ’ e

”“.]m figyyy
1S thay We
n. f |1;1"|_'.L
¥ will Fema,

But concern still remains

A significant number of cyber attacks were mag i, the
banking industry of Bangladesh over the years, py, e
put focus on the issue very lately. With the Erowing yse
of mobile phones and internel, many experts say Bangly.
desh 1s ever more vulnerable to cyber attacks, Cyher
criminals can pain access to financial data, COmpromise
intellectual property of companies, tap sensitjve Ml i)
data and steal government records, These actions couig
compromise national security and interests

Another concern is internal security breaches. The coun.
try has witnessed high-profile security breaches over (he
last few years. Last year, bank accounts of a private bank
were compromised and money withdrawn from them
Experts have blamed for security breaches within the
organizations for such incidents, may be unwillingly
driven by carelessness.

But internal security breach mostly driven by lack of
integrity, professionalism and ethics is a big concern for
banks now. Several study reveal that it is growing fster
with global banks than external attacks, as institutions
Invest in technology, instead of employce training
According to the 2005 Global Security Survey,
published by Deloitte Touche Tohmatsu, 35 per ceat of
respondents said that they had encountered attacks from
inside their organisation within the last 12 months, up
from 14 per cent in 2004. In contrast, only 26 per cenl
confirmed external attacks, compared to 23 per cent il
2004,

Needs sound defensive system

50, banks must develop a sound defensive 5Y5C h.:
impmving corporate cultural environment 5 ‘Tun;‘
deploying technology tools to detect Wrong LlrL:u-
instantly before the incidents, Creating good cOM"Ee,
¢y plans and incident response plans are nol ""“:ﬁuf"‘l'
them, they must focus on their own people 404
ethical culture,

Ayl
It's important for every organization, ¢Very L'.E'II'H['I.IJ, -
begin to further their progression of u':-'hn.ri_l i
That's not just protecting their networt
Minimum bar of hygiene and comphant
Improving the culture within the organizatio



The Sideline Story

Mobile Financial Service At Crossroads

s MFS the next major

N

A new fusion has been occurred with apparently dissimilar partnerssome concerns, unset-
tled regulatory debates and confusing rules are sparking gloomy signals to the growth of
the MES industry in Bangladesh and discouraging foreign investors to invest in this fast
growing MFS industry. The question has been raised: Why a fintech firm must give its
full control to a bank? Why one banks, why not ten banks?

=7

Faruk Ahmed

Aﬁn&m‘l:tl revolution 1s in progress with an innova-
fion- mobile financial service (MFS)- the use of
mobile phones to make financial transactions. This
mnovation  has reduced transaction costs and
increased i outreach to enable poor unbanked people
0 access micro financial services. Industry experts
sty miermnational investors are looking such areas to
invest their capitals, which is very urgent for Bangla-
desh to reach at 1ts growth target.

Today, MFS industry has around 3.6 crore registered
mabile wallet users all over the country mostly who

8¢ unbanked, bolstered by the rapid expansion of

finasicial outlets in rural arcas. Further growth of MFS
'l;'uu[d ot only ensure higher penetration at the
lom of the Pyramid (BOP) market, but also

E‘:ﬂh‘ilﬁ 10 growth of online e-commerce transac-
5,

g'um{“flrtgmm-:}ry concerns and confusions over
ing the o5 centering to this innovation are threaten-

joumney of MFS industry that began in 2011 in
Ppare Tsh' “u‘,“?W fusion has been occurred w_ith
ndye Y d15similar partners between the banking
e MFsm‘i. the telecommunication industry. Some
' dil'i' 4 disruption of technology, while others
B gp1g :: 45 d technology enabler, which has mitiat-
hﬂh.‘[hc i hmw“‘?ﬂ fintech firms and commercial
ing fore; Sltuation is scaring new entity and discour-

€0 and local investors,

"q‘ “'-'-;hnn has been raised; Is mobile merchant
NEXt major battleground for digital finan

A

TRANSACTIONS VIA MOBILE
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cial services providers?

Both parties, however, are agreed upon the fact that
MFS is the finest integration of finance and technolo-
gy in Bangladesh and contributing to rural-urban fund
flow significantly over the years thal was beyond the
imagination before this innovation, Thanks to regula-
tory support and unigue collaboration among banks,
fintech firms and telecoms, the MFS industry expen-
enced an impressive growth of 91.6 per cent in 2014
in terms of customers and 57.81 per cent in terms of
cash transactions. Both industry experts, market oper-
ators and also regulators are convinced that the
growth of MFS would not only ensure higher penetra-
tion at the Bottom of the Pyramid (BOP) market, but
also contribute to the growth of online e-commerce
transactions. But some Concerns, unsettled regulatory
debates and conlusing rules are sparking gloomy
to the growth the MFS industry in Bangla-

signals
= have become less trust

desh. As a resull, consumers
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ing and more demanding. Many fear that lhi_s will hit
the MFS growth in the near term and discourage
potential investors to invest in this growing cash
industry.

So, industry experts see the MFS journey is now at a
crossroads. The implacable question is: Where to go
from here?

The MFS Journey: Nairobi to Dhaka

In 2007, the MFSs journey began from Kenya with
M-Pesha, then travelled to other developing countries
like South Africa, Philippines, India, Pakistan and
finally has put its strong foothold in Bangladesh with
bKash. It is a joint venture between BRAC Bank and
a fintech formed by US-based Money in Motion, Bill
& Melinda Gates Foundation and International
Finance Corporation (IFC), which is a wing of The
World Bank Group.

In collaboration with Brac Bank, BKash has made an
impossible task possible in Bangladesh bringing
millions of people to the formal banking service
within a span of time while only 29.1% of adult popu-
lation had access to financial services, whereas 78%
of the total population possessed mobile phones.
Today, bkash has more than 23 million subscribers all
over the country who are transacting more than Tk 4
billion a day on an average. Under a unique bank led
mo@cl, bKash made revolution without any incident
of disruption and has appeared as the global leader in

the global MFS industry in te
ol ) rms of growth of

[‘:rrmkl;]]]; BB, gKash s now the reality, no longer
W0 and untested” service rather
model of other deve her “the role

! loping countries”. Tod
is the global leader in the global MFSD'ay, bKaS_h

i: :g:;] Ifrc:jm lc.lco based M-Pesha and others, the BB
ot bf Lk a‘nuw mantra in MFS regulations allowin
anks and fintech firms like Bkash t E
cq!labo;unon with telecom firms and play in ':) ll'nakc
cial regime. This new mantra has incrcas}::d clofml}zilin-
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tion in MFS industry that benefits Customers,

Over the years, the both banks and fintech
created new economic relationships with unbanke
well as the banked with the new innovatjoy,. the J\L/l(}-.d"j
But these relationships are being constraine , S,
existing institutional framework of banks and Cgmlh-t
bank supervision which, many industry €Xperts fc'rdj
may hit the industry progress in near term_ Compeﬁ'
tion between bank and non bank players has Created ;
difficult situation for any new entity in the MFs mdusd-
try. Regulators have forced fintech firms to cojjyp,.
rate with banks, who are their competitors and consig-
er the fintech firms as a threat. So, it is likely
become a more crowded battlefield in the counfn-’g
payment industry. 3

Some Regulatory Debates

fi ms hil‘,'(:

The MFS industry situation has become more difficy]t
in recent days for some regulatory debates as techno-
logical nuances have made the mobile channel a little
different. Regulators are concerned over risks issues
related to money supply, customers’ interests and
other risks and threats including money laundering
and terrorists’ financing. So they will want to enable
the potential of the digitally contestable markets with
mobile phone device to deliver efficiency and innova-
tion, while minimizing risks for consumers and the
burden of adjustment for incumbents. But some issues
are still unsettled despite many discussions among the
stakeholders. Some see MFS as a disruption of
technology, while others construed it as a technology
enabler.

Regulators in many countries, however, are now
convinced that mobile banking is not a big _”5k
concern in comparison with traditional banking risks.
So MFSs should not be regulated like banks as they
are not involved in banking operations. They are JP‘*{
transferring money one to another, like postal service
operator, within a regime. The services rendered by




the MFSs have fallen under the purview of e-com-
merce, meaning they are regulated in the same way as
Intemet or online banking transactions.

A report carricd out in the Ghana based BEIGE Capi-
wl in one of its May 2016 edition has found that the
mabile money service poses no threat to the future of
the banking sector in Ghana while traditional banks
faced jolts from vanious risks. Donald Saxinger, senior
officials of U5 Federal Reserve Bank sces mobile a
unique — pariicularly because a number of non-finan-
cinl players touch the mobile channel. Wireless carni-
ers and mobile-phone platform providers, such as
BlackBerry, are not required to comply with e-com-
meree regulations like Regulation E, and financial
institutions have little control over how those entities
manage and sccure the information they send, receive
and sfore.

For AML, some experts argue that mobile banking
can be exempt for the face-to-face account opening
and 15 thus subject to lower requirements. Verification
of the identity can be cross-verified using other data
8 such as those of the department of Home
RS In Bangladesh, no evidence of money
undenng has been detected till to date as the BB has
*4Up transaction limits for a single customer at mini-
m level- Tk 25,000.00 per day. To exceed this
e 3 face (0 face verification is required. A person
m'::"“ only one account using non face-to-face
! Opening procedures. “In case of KYC
% M“‘"—"':“FS;"—“I- banks are bound to implement the rules,
EY{:m]:Emubl lollow the same rules. To maintain
bank (e f?”tﬁ'?h firm like Bkash does not need a
formes H“.“'"“d IS Increased supervisions”, said a
107 official of Bangladesh Bank.

mliﬁﬁd“ﬂmc of nsks, industry experts say regula-
the 10t block the entry of new entity and give
"ulatigy nﬁ't}' 10 a single take an advantage of the
0 €riheir non bank partner,

Ty, OYer regulations

Taney supply, check money laundering

and ensure protection of money owned by customers,
the BB wanis to see the money transacted through
MFS channel should be parked in a regulated bank
and to be flowed through the bank. Just only for this
reason, under the existing bank led model, a fintech
firm or a telecom firm needs to give full control of its
operations to a regulated bank.

Bangladesh Bank (BB). however, has allowed BKash
to place funds in more than one bank. It means, regu-
lators can supervise MFS money flow through differ-
ent banks. But confusion still exists in BB's observa-
tions and regulations, which are needed to be clear.

Back in 2011, let me explain it, MFSs were in unchar-
tered waters. BB issued license to entities it already
regulated- they parked this area under banks. In its
guidelines, BB stated that “Only banks and bank
subsidiaries would be allowed to provide MFS”. The
term “bank subsidiary™ was defined as an entity in
which an ownership interest of 51% or more was held
by a bank. Following the astronomical growth in
mobile payment business in the country, the BB in
20135 revised the guidelines and introduced bank led
model that barred mobile network operators (MNOs)
to do payment business.

BB, however, has appreciated the roles of MFS and
decided that such entities are to be supervised by a
scparate  supervisory mechanism within the BB,
rather than indirectly through banking share holder,
who has controlling interest.  And the revolutionary
development in regulation 1s that BB has separated
MFS from regular banking which 1s conducive to
MFS success.

But still a confusion regarding the regulatory meaning
of *subsidiary” exists, which need to be cleared to
keep the pace of the mobile banking growth of
Bangladesh. Because, one side of the guidelines, BB
has “separated” MFS from regular banking, on the
other side, the bank led model forces them to give
51% stake to a bank which can undermine BB's own
supervisory role that the central bank wishes to adopt.

Why One, not Ten?

So, a question has been raised: Why a fintech firm
must give its full control to a bank? Why one banks,
why not ten banks?

Bkash, for example, stands on bank led model with
different shapes. Brac Bank holds major share of
bKash as the BB necds to monitor transactions
through its channel to control money supply and
control inflation through 115 exXisting process main-
tained by banks. So, it has made mandatory for fintech
firms involved in MFS business to tie up with a bank
where money would be saved.

But the question remans regarding the ownership

6Y



The Sideline Story
2 : s
atity where fintech firm has to g1

bank. which, many experts say. 15

eded compell-

patterm of MFS ¢
51% control to a (
impeding the emergence af much ne
fon

One of the best arguments for allowing !in!c!:h ﬁrm T
payment business was, some central bank {.!ﬂ.lLl:ﬂt
explained, it will reduce cost of |I‘HI'I.‘HdL1“!nI_
compared to such transfers by banks, :m:!utdmg. mru
spent by poor people in travelling to the pay IIILHT
point. Increased competition will reduce cost but the
situation i1s quite different. MESs are now mmmilcf:l
by the banks, who are at the same time their competi-
tars. So, experts say the regulations should make
sense and apply to all applicable entities. Ifthe regula-
tors can monitor bKash money flows through Brac
bank. it can also monitor bKash money through more

banks where it is now placing its funds.

So, the question is: should BB restrict the Fintech
firms to give 51% stake to a single bank? Why 1s one,
why 1s not ten?

The BB has recently asked Bkash to deposit its money
in different banks and instructed it to pay interest
against the himited deposits customers may maintain
and play more roles in financial inclusion. So, the
guestion 15; Can a new fintech firm do MES busmess
in Bangladesh subject to the condition that 1t will park
its deposits in many banks, like dn insurince company
and use mobile services from regulated telecoms, like
bKash? Certainly is not, as the fintech firm must give
al least 51% stake to new enfity to a single bank as per
the existing regulation. And this is discouraging
loreign investments in Bangladesh MFS industry,

Is MFS everybody’s business?

What 1s everybody's business is nobody’s business.
specialised service like MFS needs specialisation and
dedicauon to win the battle. This has been proved
again i the MFS industry of Bangladesh. The BB
allowed 28 commercial banks to serve the poor with
cheaper mobile money service. But only 19 banks arg
officially active now and most of them have failed to
reach the remote areas over the vears.

some mobile banking experts see the three main
reasons behind this. Firstly, MFS is a specialized
iitional banking service, so haﬁks
!r_Lj;i..-',..-—-,.\I.}-]|l”:|;-1y-rh ;rp%‘n-“mnﬁ properly. Secondly,
g Imjih.l.u:...ﬁ:‘ ! |,|].._ service delivery and custom-
Lon what maosl f11.'|.iliic:El;:‘l}ﬁt{:‘ln;ﬁ:ﬁm "!I‘.'ilf.kfjil i
= : 5 chver. Thirdly, banks
rl:liluL'”.Ll-ju:-rl : L;_“I'f“-" Smbrdlain o hUrl'.-lfL‘S II::'?
e 15, Jalling mterest rales, compliance pressure

WIS very tough for the banks to rup 51-1;211 :

lechmical serviee
CC under their heay
corporate mechanism. avy and compley

service, not like tre

failed 10
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Thanks to techno partnership with glohg brkiia
bKash filled up the gap and captured alope ﬁ[]'-\.
market share In Bangladesh outflanking j !1;«1.|:
competitors. Today, 1t is in the hearts of "'1I|i|u.-nq- .I-,.-
poor people of Hungl:-:de:-;_h and the bright example of
the fintech success in MFS business, So, some <|'|¢~\'
tions have been raised: Should we welcome r.r.m}-.
innovative, low-cost digital startups for MFS bl_lhllili.:*;:
that challenge established banks? Or rein them i, 5
dangerous insurgents that put jobs at nisks, compro.
mise quality and safety, and reduce tax revenues?

Let a thousand flowers bloom: Two ideas

Both banks and fintech firms and regulators apg
industry experts generally agreed that mobile finan.
cial services needs to be encouraged to permit the
unbanked to avail of financial services. So, one idea i«
that the government may formulate a separate body
for MES providers to supervise fintech firms and
telecom firms involved in MFSs operations. The other
idea is that BB can allow more fintech firms to run
MFS business under the existing regulatory binding
with some minor amendment that the MFS providers
will place/keep customers’ deposits in banks for its
regulatory supervisions. The BB can monitor money
transactions through MFS channels vis its partner
banks.

The argument for allowing more fintech firms in MF§
business 1s that fintech firms are better skilled,
dedicated to this tech based MFS service and in
collaboration with their partner banks and telecoms,
they can offer more nnovative service to poor
customers at lower rates. Otherwise, MFS customers
who are also bank customers and very sensitive [0
service delivery may hold back from banks, which 1s
detrimental to financial inclusion.

Let a thousand flowers bloom through the new mna
vation-MFS, the effective tool for financial nclusion
S0, experts urge the government as well as the 1'L‘L~'1'!”'
tory authorities to review the concerns and solve 10¢
questions relating to MFSs regulations. This W
flourish new innovation and attract foreign INVEst
ment, Bangladesh needs to meet its growth targe

-"il_'ll\‘i
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